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XmapHuu cepsep ynpasniHHA:
AK LWBMAKO 3abe3neyntu LeHTpanisoBaHUMU KOHTPO/b
3axucty K B ymoBax BigaaneHoro pexxmmy pobortu
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1. HeobXigHicTb LEeHTPaNi30BaHOro MOHITOPUHIY Ta ynpaBaiHHA ycima MK

2. ESET Cloud Administrator — cnpowieHnin BapiaHT cepBepa ynpasniHHA

3. OCHOBHI iIHCTPYMEHTU XMapPHOro cepsepy ynpaBaiHHA:

— PO3ropTaHHA pilleHb KOMMNJEKCHOro 3axXucty Ha pisHux OC
— MOHITOPUHI 3araZIbHOro cTaHy 6e3neku ycix KoHTponboBaHux MK
— MMUTTEBI CNOBILWEHHA NPO KPUTUYHI noa,ii '

4. ABTOMAaTUYHA peaKuia Ha KPUTUYHI NoAjil:

— 3anycK oHoBneHb OC 3a paKTOM BiANOBIAHOrO CTaHY
— MNOCNiJOBHICTb Ai NpU BUABNEHHI HEBUAANEHUX 3arpos3
— i3onayia MKy pasi BUABNEHHA mepeXXeBUX aTak
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HeobxigHicTb ueHTpanisoBaHoOro
MOHITOPUHrY Ta ynpasaiHHA ycima MK

* OCHOBHI pU3UKKN ANA KOPNOPATUBHOI IHPPACTPYKTYpPU:

— BeJIMKa KiNbKicTb cnabo3axmweHmnx aomatuHix MK
—  KOXHuM BigganeHmnmn MK — noTeHLuinHa TOYKA MPOHUKHEHHSA

* MOXNnBOCTI, WO HAaAA€E LLeHTPaNi30BaHe aAMIHICTPYBaHHA:

— KOHTpPOJIb NapameTpiB 6e3nekn Ha BigaaneHmx MK
— CBOE€EYacCHe pearyBaHHA Ha CK/1Ia4HI Ta NPMUXOBaHI 3arpo3u
— aBTOMAaTUYHEe nonepeayKeHHA KPUTUYHUX NoAin
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CLOUD ADMINISTRATOR
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ESET Cloud Administrator —
CNpoLLEeHMN BapiaHT cepBepa ynpasaiHHA

OcCHOBHI nepeBarn XMapHoOro cepsepa ynpas/aiHHA:

eKOHOMIA anapaTHUX pecypcis
HaABHICTb 6e3neYHnx KaHanis 3B’A3Ky

baratopakTopHa ayTeHTUPiKaLia nig yac Bxoay Ha nopTtan eca.eset.com

LUBUAKE PO3ropTaHHA Ha BiaAaNneHUX Ta AOMALLHIX [TK
NPOCTUWN Ta IHTYITUBHO 3PO3YMIiNUUN iHTEPDENC
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Po3roptaHHA pilleHb
KOMMNNEKCHOro 3axXucty
Ha pi3HuUX OC



Po3ropTaHHA pilleHb KOMNNAEKCHOro 3axXxmucty Ha pi3Hux OC

CLOUD ADMINISTRATOR

il DASHBOARD

jizfn] Dashboard ©

Status Overview

-

Total number ¢

Attention reqgy

Startup Wizard

Welcome to
ESET Cloud Administrator

To add devices you need to create Live Installer which

downloads, activates a chosen ESET product and connects
ices to ECA automatical
50%
One day 2
3 days 5 25%
7 days 1 0% A—o—

Agent

@ Up to date

Software -+

Device status

Desktops
v ok
&)  Attention required

A Security risk
Total

Product version status

Endpoint
@ Outdated

B Unknown

Q



Po3ropTaHHSA pilleHb KOMNNEKCHOro 3aXmcTy Ha pisHux OC

Startup Wizard

o Create Live Installer

Installer downloads, activates a chosen ESET product and connects devices to ECA automatically.

Package contents
' Management Agent

Select product

If no product version is specified, the latest available version will be
used.

ESET Endpoint Antivirus
e View changelog
4 ESET Endpoint Security @
= Select previous version
t ESET File Security for Microsoft Windows Server
ESET Full Disk Encryption

ESET Mail Security for IBM Domino

ESET Mail Security for Microsoft Exchange Server

ESET Security for Microsoft SharePoint Server
ESET Endpoint Antivirus for OS X

ESET Endpoint Security for OS X

ro




Po3ropTaHHA pilleHb KOMNNAEKCHOro 3axXxmucty Ha pi3Hux OC

CLOUD ADMINISTRATOR

Installers =D ; _ADD FILTER L PRESETS @
Startup Wizard X B
Tags INST PROI POLI LICE? LAN¢
webinar 9 Choose a deployment optior oK ESET:. 3AH... uk_UA
3 te a created Live Installer locally or in a bulk by remote deploymen

Local deployment

Installers

Download link

Remote deployment via your network

enables you to distribute a created Live Installer intc
“ = . ]
CREATE INSTALLER.. & ACTIONS & 1




Po3ropTaHHA pilleHb KOMNNAEKCHOro 3axXxmucty Ha pi3Hux OC

CLOUD ADMINISTRATOR

lnSta”erS Startu p Wizard | PRESETS &

Tags INST PROI POLI LICE? LAN¢

ated Live Installer locally or in a bulk by remote deg OK ESET... 3AH... uk_UA
webinar

Local deployment

hare a download link or distribute the ;:%T‘r‘?f?{‘ using b dnve.
v Live Installer download lin
e Installer link via ema

installers Send Live Installer to email addresses

EMAIL ADDRESS NAME

A i

i
— Jm
Rem«¢ Paste from clipboard ur network

hich enables you to distribute a created Live Installer into your network ir

ACTIONS & 1

CREATE INSTALLER.. &




Po3sroptaHHA Ha Windows

HACOJTIOIXKYICA BE3MEKOIO
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e
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100
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View firewall options
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Po3sroptaHHa Ha Windows

CLOUD ADMINISTRATOR )  @v Computer Name

Computers

A O v SHOW SUBGROUPS £ A @) ADD FILTEF 'S

COMPUTERS

Groups pel 4o COMPUTER NAME STAT MODULES LAST CONNECTED ALER DETEC ©

~1LISTOM GRO < < S0 7 121509 A 3
CUSTOM GROUPS ) & admin-vm  192,168.120.19 v Updated 2020 Apr 7 13:16:02 0

A [ Al@) © o i i
& clientlstudylocal 192,168.200.17 v Unknown 2020 Apr 7 13:21:11 0 0

{3 Lost & found (4)

¥ deskion-vi3 139 140 307 90 Indates 2020 Apr 6 15°56°56 0 )
BYNAMIC GROUPS L] & desktop-vf3rlgg 192.168.200.20 v Updated 2020 Apr 6 15:56:56 0 0
Windows computers CJ & win10_ees_7.esetdemo.local 92.168.120.28 v Updated 2020 Apr 7 10:26:27 0 0

Windows (desktops)

Windows (servers)

Linux computers

Mac computers

Computers with outdated modules I}
Computers with outdated operating system

Problematic computers

Not activated security product

No manageable security product

Tags jol

webinar




Po3sroptaHHa Ha Windows

CLOUD ADMINISTRATOR () @v Computer Name

Computers ) ca
1 OVERVIEW
8} CONFIGURATION client1.study.local Microsoft Windows 10 Enterprise LTSC
= — — Evaluation 64-bit
@ LOGS

VMware, Inc., VMware7,1
S/N VMware-42 3a e3 10 1c ad 09 eb-ed 50 d3 af 16 9¢c 94 §7
[> TASK EXECUTIONS

2 INSTALE™D APPLICATIONS FQDN Client1.study.local § D 9
Parent Group V4 are

A ALERTS e
» 192.168200.17 AMD EPYC 7401P 24- RAM Storage
? QUESTIONS Applied Policies Count 3 Core Processor 4 GiB 32 GiB
Member of Dynamic Groups Loading

4 DETECTIONS AND QUARANTINE

DETAILS

V Everything is OK @ Products & Licenses

Alerts No alerts
Unresolved Detections Count 0

Last Connected Time 2020 Apr 7 13:221:11
Last Scan Time n/a

Detection Engine n/a

Updated Unknown

(@)



Po3sroptaHHa Ha Windows

CLOUD ADMINISTRATOR () @v Computer Name

study.local

Computers » [& client

@ COMPUTERS ; =
1 OVERVIEW NAME VENDOR VERSION SIZE [MB) AGENT SUPPO LATEST APPLIC VERSION CHEC' (¢
{6} CONFIGURATION
ESET Management Agent ESET, spol. s r.o 7.1.717.0 172 yes 70,7170 Up-to-date versio
@ LOGS
Microsoft Visual C++ 2008 Redistributab... Micrasoft Corpora... 9.0.30729.6161 13 yes
[> TASK EXECUTIONS
VMware Tools VMware, Inc 10.2.0.7253323 83 yes
£ INSTALLED APPLICATIONS I e "
ESET Endpoint Security ESET, spol. s r.o 7.2.2055.0 200 yes
A ALERTS Google Chrome Google LLC 80.0.3987.149 no

? QUESTIONS

Microsoft Visual C++ 2008 Redistributab... Microsoft Corpora. 9.0.30729.6161 10 yes

4% DETECTIONS AND QUARANTINE

DETAILS

R



Po3roptaHHAa Ha MacOS

HACOJTIOIXKYICA BE3MEKOIO
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Po3roptaHHA Ha MacOS

CLOUD ADMINISTRATOR ) @v Computer Name

Computers : “A v | O || SHOW SUBGROUPS B Mac computers

1
Q COMPUTERS
Groups pel 4 COMPUTER NAME STATUS MODULES w2 LAST CONNECT ALEF
£)
i@\ CUSTOM GROUPS 0 & imac-Slocal  10.0.2.15 v Updatec 2020 Apr 8 19:06:21 0

:0UPS

DYNAMIC
Windows computers
s
Windows (desktops)
Windows (servers)
LINUX computers
Mac computers ©
Computers with outdated modules
Computers with outdated operating system
Problematic computers
Not activated security product

No manageable security product

Tags pe)

webinar

®



Po3roptaHHA Ha MacOS

CLOUD ADMINISTRATOR () @~ Computer Name

Computers » [J & imac-5.loca

1 OVERVIEW
6} CONFIGURATION | imac-5.local ¢ macOS 10.13 (ngh Sierra) 64-bit
| innotek GmbH, iMac11,3
@ LoGs dy S/N 0
[> TASK EXECUTIONS e
() INSTALLED APPLICATIONS FQDN IMac-SJocal’ § D ’ “ Q
. EarentSroup / Intel(R) Core(TM) i5- RAM Storage
P 10.0.2.15 2320 CPU @ 3.00GHz 2 GiB 60 GiB
? QUESTIONS Applied Policies Count 2

. Member of Dynamic Groups
s DETECTIONS AND QUARANTINE

DETAILS

V Everything is OK q» @ Products & Licenses

Alerts No alerts ESET Endpoint Security 6.8.400.0 Up-to-date version
Unresolved Detections Count 0 ESET Management Agent 7.1.840.0 Up-to-date version
Last Connected Time 2020 Apr 8 19:16:21

Last Scan Time n/a 3AH-2C8-5NF ESET Endpoint Security for Mac OS X 2020 Jun 6 15:00:00
Detection Engine 21133 (20200408)

Updated Updated



CLOUD ADMINISTRATOR

COMPUTERS

D

Po3roptaHHA Ha MacOS

: = e
Computers » [J [& imac-5local

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

NAME

iBooks

iTunes

Calculator

_alendar

Contacts

DVD Player

Dictionary

ESET Endpoint Security
ESET Management Agent
Font Book

mage Capture

Mail

Maps

Messaaes

VENDOR

U

ESET, spol.sr.0

ESET, spol.sr.0

ter Name

VERSION SIZE [MB]

11.0

w
oo

)
o
()

6.8.400.0 134

7.1.840.0 107

8.0

7.0

AGENT SUPPC

no

no

no

no

LATEST APPLI

6.8.400.0

7.1.840.0

VERSION CHE

Up-to-date versio

Up-to-date versio



Po3roptaHHsA Ha Linux

HACOJTIOIXKYICA BE3MEKOIO



Po3roptaHHA Ha Linux

CLOUD ADMINISTRATOR () @v Computer Name

Agent Installer Script

\

» Agent Installer Script

nstallers

Name

Agent installer (Linux)

Description

o Installers Tags

Parent group (optional)

or

Initial installer configuration ©

Configuration type
O Do not configure

Select configuration from the list of policies

Product improvement program

Participate in product improvement program -




Po3roptaHHA Ha Linux

Activities [ Terminal BT 16:51 a0 0O~

»
=

©

V4
.
-

admin_@admin-vm: ~/Downloads _Jol -

File Edit View Search Terminal Help

admin_@admin-vm:~/Downloads$S sudo ./ECAAgentInstaller.sh

[sudo] password for admin_:

ESET Management Agent live installer script. Copyright e 1992-2020 ESET, spol.
s r.o. - All rights reserved.

* CompanyName: ESET

* Hostname: jwgk7mfaSc4ebivhqlduy3ojzm.a.ecaserver.eset.com

* Port: 443

* Installer: http://repository.eset.com/vl/com/eset/apps/business/era/agent/v7
/7.1.503.0/agent_linux_x86_64.sh

Downloading ESET Management Agent installer...
--2020-04-07 16:51:07-- http://repository.eset.com/vl/com/eset/apps/business/e
ra/agent/v7/7.1.503.0/agent_linux_x86_64.sh

Resolving repository.eset.com (repository.eset.com)... 91.228.166.23

Connecting to repository.eset.com (repository.eset.com)|91.228.166.23|:80... co
nnected.

HTTP request sent, awaiting response... 200 OK

Length: 46324750 (44M) [application/octet-stream]
Saving to: ‘/tmp/tmp.cmnGKfOYOM’

Jtmp/tmp.cmnGKFOYOMm 86%[===============> ] 38,12M 3,49MB/s eta 1s I




Po3roptaHHA Ha Linux

CLOUD ADMINISTRATOR () @< Computer Name

Tasks %] v 3 Software Install (1) D ALTE PRESETS™ 3
NAME TAGS STATUS TYPE ‘f

Task Types

) Client Tasks EEA for Linux Install ———

/N [B] ESET Security Product

(&) Diagnostics
® Tasks - ——
(=] End computer isolation from ne
5] Export Managed Products Configuration
3 omputer from network

(&) Modules Update

5] Modules Update Rollback
{51 On-Demand Scan

(=] Product Activation

(&1 Quarantine Management

[&] Run Sysinspector Script

] Server Scan
[ Software Install
[ Sysinspector Log Request (Windows only)

%) Upload Quarantined File

v/ [5] ESET Cloud Administrator
B Mennaratins Curtam >




CLOUD ADMINISTRATOR

@ COMPUTERS

Computers

Groups

CUSTOM GROUPS

Lost & found (4)
DYNAMIC GROUPS
Windows computers
Windows (desktops)
Windows (servers)
Linux computers
Mac computers
Computers with outdated modules
Computers with outdated operating system
Problematic computers
Not activated security product

No manageable security product

Tags

webinar

Po3roptaHHA Ha Linux

(Q) Cd¥ Computer Name

A O v SHOW SUBGROUPS ) Linux computers

4o COMPUTER NAME STATUS MODULES

2 & admin-vm 192.168.120.19 v Updated

LAST CONNECTED

2020 Apr 7 16:57:18

ALER



Po3roptaHHA Ha Linux

CLOUD ADMINISTRATOR () @v Computer Name

Computers > |

@ COMPUTERS

1 OVERVIEW
&) CONFIGURATION admin-vm Ubuntu 64-bit
- { VMware, Inc., VMware Virtual Platform
@ LoGS Loading... Loading...
[> TASK EXECUTIONS
a2 INSTALLEquPLICATIONS FQDN Loading... j D : “ 9
d

A scms rant S 4 AMD EPYC 7401P 24- RAM Storage

‘ P 192.168.120.19 Core Processor 2GiB 16 GIiB
? QUESTIONS Applied Policies Count 2

Member of Dynamic Groups Loading

4% DETECTIONS AND QUARANTINE

DETAILS

V Everything is OK @ Products & Licenses

Alerts No alerts ESET Management Agent 7.1.503.0
Unresolved Detections Count 0 ESET Endpoint Antivirus 7.0.13.0
Last Connected Time 2020 Apr7 16:57:18

Last Scan Time n/a

Detection Engine 21126 (20200407)

Updated Updated



Po3ropTaHHSA pilleHb KOMNNEKCHOro 3aXmcTy Ha pisHux OC

CLOUD ADMINISTRATOR

8

Installers

Installers

Tags

webinar

CREATE INSTALLER.. =

NAME

ESET Endpoint Security (uk_UA)

Agent installer (Linux)

ESET Endpoint Security for OS X (en_US)

ter Name

TAG:

TYPE INST

All-in-one Instalier

Agent Live Installer

All-in-one Installer OK

PROI

ESET

ESET...

POLI

LICE

en_US



MOHITOPUHT 3arajsibHOro
CTaHy b6e3neKku
VyCiX KOHTponboBaHux MK



MOHITOPUHI 3aranibHOro cTaHy 6e3neku ycix KoHTpoaboBaHuxX MK

CLOUD ADMINISTRATOR ) @v
L]
- Qi Dashboard ©
Status Overview Security Overview Computers Antivirus detections
Total number of devices Ok
Security risks
Connection Status
& One day 6
3 days 1

Firewall detections

6

—

ESET applications

100%

75%-

50%-

25%-

0% -

Software ar

Device status

Desktops
v ok

Attention required

A Security risk

Total

Product version status

Agent

@ Up to date

Endpoint
@ Outdated

@ Unknown

Server

Q



MOHITOPUHI 3aranibHOro cTaHy 6e3neku ycix KoHTpoaboBaHuxX MK

CLOUD ADMINISTRATOR

=il
Latis 2 Dashboard ©

Security Overview
J

N
0 2

Unresolved Detections
33 resolved in last 7 days

Status Qverview

19 resolved in last 7 days

Computers

N

Informational
0 resolved in last 7 days

AN

Critical

14 resolved in last 7 days

Unresolved detections

Antivirus

Firewall

Antivirus detections

0

Firewall detections

mputer Name

164

124

4+

0+

2020-04-02

0-

2020-04-02

ESET applications

Software 3

Detections by severity in last 7 days

0-04-03 2020-04-

04

’
2020-04-05

T
2020-04-06



MOHITOPUHI 3aranibHOro cTaHy 6e3neku ycix KoHTpoaboBaHuxX MK

CLOUD ADMINISTRATOR () @v Computer Name

= DASHBOARD r
an Dashboard © S,

Status Overview Security Overview Computers Antivirus detections Firewall detections ESET applications Software i

Daily summary of detection events in last 30 days Top detections in last 7 days Last scan
0

g ( ) 1

c

7] ]

= I 2

= 2/Age

v

P = E - —m One da

et

=] il k

@

E I

e

g G L3 [

o o

o 000000000000000000000000000™0 m Win32/Kryptik GYIC =

Fixed interval (Time of occurrence)
B
Top users with detection events in last 7 days Unresolved high severity detection events in last 7 days
ComputTime of DetectioDetectioDetectio DetectioObject Object Action Action DetectioRestart Process _.
Severity Scanner : User Circums!
name occurren type name flags engine type URI performerror  handled required name
- win10... 2020... A Cr.. trojan Win3.. Variant On-d 21129... file file:///... no no Admi... CA\Pr..




MOHITOPUHI 3aranibHOro cTaHy 6e3neku ycix KoHTpoaboBaHuxX MK

ATOR (Ql Cd v Computer Name

Dashboard © &

Status Overview Security Overview Computers Antivirus detections Firewall detections ESET applications Software ik
Group by (Application name) Group by (Application vendor) Group by (Application version) Count (Application name)
7-Zip 19.00 (x64) Igor Paviov 19.00 2

ESET Endpoint Antivirus ESET, spol.sr.o 7.0.13.0

ESET Endpoint Security ESET, spol. s r.o. 6.5.2132.6

ESET Endpoint Security ESET, spol. sr.o 7.2.2055.0 3

ESET Full Disk Encryption ESET, spol. s r.o 1.1.0.0 1

ESET Management Agent ESET, spol. s r.o 7.1.503.0 1

ESET Management Agent ESET, spol. s r.o 7.1.717.0 6

Google Chrome Google LLC 80.0.3987.163 4
Microsoft Visual C++ 2008 Redistributable Microsoft Corporation 9.0.30729.6161 2
Microsoft Visual C++ 2008 Redistributable Microsoft Corporation 9.0.30729.6161 2
Microsoft Visual C++ 2013 Redistributable Microsoft Corporation 12.0.21005.1 1
Microsoft Visual C++ 2017 Redistributable (x64) - 14.12... Microsoft Corporation 14.12,25810.0 4
Microsoft Visual C++ 2017 Redistributable (x86) - 14.12... Microsoft Corporation 14.12.25810.0 4

Nmap 7.80 Nmap Project 7.80 1

Npcap 0.2982 Nmap Project 0.9982 1
VMware Tools VMware, Inc. 10.2.0.7253323 2
VMware Tools VMware, Inc. 10.3.10.12406962 4




MuTtTeBI CNOBILLEHHA
NPO KPUTUYHI noAail



MuTTEBI CNOBILWEHHA NPO KPUTUYHI noai

CLOUD ADMINISTRATOR (Q) G@v Computer Name
Notifications =D

Tag 3 pe NAME TAGS

m
=
>

STAT NOT L

ert (count per time criteria webi

v Noti... Texn

L\e Managed clients not connecting alert Noti... Adm
Outdated oftware alert vebinar v Noti... Texn
Malicious fi cted (trojan / worm / virus / application) v Noti Texn

Notification has invalid configuration and will not be triggered

Notifications

QOutdated version of ESET Endpoint Antivirus detected

At least one computer has not connected for more than 14 days webinar

Patentially unsafe application detected

At least one infected file that was not cleaned mputer scan

memory

Potentially unwanted application (PUA) detected

P @ & & & & & & O & & & O o o
»
&
r
L.'

Hinh severity alert detected by HIPS occurred webinar



MuTTEBI CNOBILWEHHA NPO KPUTUYHI noai

% oksana.ch@eset.ua - Becky!

Qain [Mpaska Bua TMMoura Wwcrpymentsr  Cnpaexa

lomncs ¥
s 3 B 2; o 2% ] 1A P
5D VY X2V FBV-BEADT @@
' Tema Or Ormpasneno Pazmep Kowmy
gL Outdated ESET Software Alert! ECA <ecareport@eca.eset.com> 08.04.2020 16:55:17 19,339 <support@eset.ua>
gL Problematic Computers Alert! 20

ECA <ecareport@eca.eset.com>
g2 Not cleaned detection occured during computer scan ECA <ecareport@eca.eset.com>

8L Detection Win32/Adware.FileTour,FHO has occured in memory on computer win10_ses_7.esetdemo.local ECA

<support@eset.ua>
20,709 <support@eset.ua>
20,111 <support@eset.ua>

<ecareport@eca.eset.com>
<

Or: ECA <ecareport@eca.eset.com> Komy: <support@eset.ua>
Tema: Not deaned detection ocoured during computer scan  [lava: Mon, 6 Apr 2020 20:04:55 GMT

CLOUD ADMINISTRATOR

NEW NOTIFICATION
Not cleaned detection occured during computer scan

Computer name: win10_ees_7 esetdemo local [y
User account that was used 10 run the scan. Administrator initiated scan
Time of occurrence: 06 04.20, 2254 30 UTC+3
Scanned targets: OnepatueHa nam aTb,C\3asaHTaxysanbHl cexTopw/UEF], D \3agaHTaxysanbHi cextopw/UEF|,.C\,D:\
Number of scanned files: 183 722
Number of infected files. 90
Number of cleaned files. 0

Scanner Cxkanep, aoc TYNHUA HA BUMOTY

This message was senl by ESET cloud senvice
ESET Cloud Administrator

© 1992-2020 ESET, spol. 5 r.0. All Rights Reserved
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ABTOMaTU4YHe oHoB/NeHHA OC
3a ¢aKTom BignosiagHoro ctaHy MK



AsTomaTuyHe oHoBneHHA OC 3a ¢pakTom BignosigHoro ctaHy MK

CLOUD ADMINISTRATOR () @ Computer Name

72 LAST CONNECT

2020 Apr 8

: ‘ v| O SHOW SUBGROUPS (Y] Computers with out... (1) | ADD FILTE
Computers P (lalle]iv | SHow | 0D Compute '
@ COMPUTERS
Groups jol o' COMPUTER NAME STATUS MODULES
CUSTOM GROUPS 192.168.120.21 § e
A AN

[ Lost & found (7)
DYNAMIC GROUPS
Windows computers
Windows (desktops)
Windows (servers)
Linux computers
7] Mac computers
Computers with outdated modules
1 Computers with outdated operating system @
Problematic computers {rj
Not activated security product

No manageable security product

Tags jo)

webinar

14:55:03

ALEF



AsTomaTuyHe oHoBneHHA OC 3a ¢pakTom BignosigHoro ctaHy MK

CLOUD ADMINISTRATOR () @v Computer Name

Tasks ) Task Details: Update OS - Triggers

Summary Executions Triggers
TRIGGER DESCRIPTION TRIGGER TYPE TARGETS
Triggers ‘.-.Q%n a client joins the dynamic group Joined Dynamic Group Trigger 1 group(s)

Tasks

MODIFICATION TIME

2020 Apr 8 14:36:12



=i

Q COMPUTERS

AsTomaTuyHe oHoBneHHA OC 3a ¢pakTom BignosigHoro ctaHy MK

CLOUD ADMINISTRATOR

Computers )

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

Client Task Executions

- TASK NAME

Update OS

Sysinspector Log

solate (firewall detections)
n-Depth Scan

Display message about isolation

‘Q) Cad¥ Computer Name

LAST ITEMS 1000 ><

TASK DESCRIPTIO

TYPE

Operating System Update

Sysinspector Log Request (Windows only)

Isolate computer from network
On-Demand Scan

A
w

Display Message

PLANNED

yes

yes

yes

LAST STATUS

v’ Finished

U

N

-

~



ABTOMAaTUYHA peaKuif
NnpU BUABJIEHHI HEBUAANEHUX 3arpos



ABTOMATUUYHA peaKLifa Nnpu BUABNEHHI HEBUAANEHUX 3arpos

=7 oksana.ch@eset.ua - Becky! X

Qaiin [lpaska Bug [Moura Wnhcorpymentsl Cnpaska Mowcx & saronoexax 7~
- 3 3 » @ o - W

BoboDR - ¥ (X[F/#N-VED | SBE
Tema Or Ornpaeneno Pasmep Komy A
@(= Not cleaned detection occured during tgmputef scan ECA <ecareport@eca.eset.com> 08.04,2020 4:09:59 20,409 <support@eset.ua> v

< ; >

> -~

B “« »

Ov: ECA <ecareport@eca.eset.com> Kowmy: <support@eset.ua>
Tema: Notdeaned detection occured during computer scan  [ava: Wed, 8 Apr 2020 01:09:5% GMT

CLOUD ADMINISTRATOR

NEW NOTIFICATION
Not cleaned detection occured during computer scan

Computer name JUNE R s eRle e ]]

User account that was used to run the scan. WIN10_EES_6\admin

Time of occurrence: 08.04.20, 04:09.19 UTC+3
Scanned targets: C\Users\admin\Documents\Core (1)\Core\8hwse1_808185588\8hwse1_808185588 exe
Number of scanned files: 1
Number of infected files: 1
Number of cleaned files. 0
Scanner CxaHep, 4OCTYNHWA Ha BUMOTY

This message was sent by ESET cloud service

ESET Cloud Administrator
© 1992-2020 ESET, spol. s r.0. All Rights Reserved




ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR

A DETECTIONS

Detections

Groups

CUSTOM GROUPS

[ AN

] Lost & found

DYNAMIC GROUPS

| Windows computers
Windows (desktops)
Windows (servers)
Linux computers

¥ Mac computers

7] Computers with outdated modules

7] Computers with cutdated operating syst

Problematic computers
Not activated security product

No manageable security product

em

A O i SHOW SUBGROUPS B3 A1) ‘

DETECTION CATEGORY ) Antivirus

m

eSS DETECTION TYPE

Win32/Kryptik. GYJC

m

ACTI

0CC

RES(

0/1

COMPUTER NAME

o .-.:rdjb_ees_é esetde..



ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

s CLOUD ADMINISTRATOR ()}  @v Computer Name

Computers > [J [¥ win10_ees_6.esetdemo.lacal

@ COMPUTERS

1 OVERVIEW
&) CONFIGURATION | win10 ees 6.esetdemo.local & Microsoft Windows 10 Enterprise
> | Evaluation 64-bit
& LOGS : = - VMware, Inc., VMware7,1
webinar| & S/N VMware-42 3a 61 bf b0 b8 3 9d-5a e8 07 Oe 98 50 9f 38
[> TASK EXECUTIONS
N FQDN Win10_EES_6.esetdemo.local § ERRR
() INSTALLED APPLICATIONS ;D; 23]
Parent Group V4 s
A ALERTS P 192.168.120.20
AMD EPYC 7401P 24- RAM Storage
9  QUESTIONS Applied Policies Count 3 Core Processor 4 GiB 64 GiB
1 Member of Dynamic
W & DETECTIONS AND QUARANTINE Groups
DETAILS

A Security risk (])) @ Products & Licenses

Alerts No alerts ESET Management Agent 7.1.717.0 Up-to-date version
Unresolved Detections Count ESET Endpoint Security 7.2.2055.0 Up-to-date version
Last Connected Time 2020 Apr 8 04:26:56

Last Scan Time 2020 Apr 8 04:18:09 3AH-2C8-5NF ESET Endpoint Security for Windows 2020 Jun 6 15:00:00

Detection Engine 21129 (20200407)



ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR

@ COMPUTERS

A
(Lrl) Cd¥ Computer Name

Computers » [J & win10_ees_

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

Client Task Executions | LAST ITEMS

> TASK NAME

("2

ysinspector Log
solate (firewall detections
In-Depth Scan

Display message about isolation

1000 X

TASK DESCRIPTIO

TYPE

Sysinspector Log Request (Windows only)

solate computer from network
On-Demand Scan

Display Message

PLANNED

yes

LAST STATUS

v’ Finished

Running

dn

Q

)20



ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR () @~ Computer Name
Computers » [J [& win10_ees_6.esetdemo.local

1 OVERVIEW : ' —

Client Task Executions | LASTITEMS 1000 X
S} CONFIGURATION
@ LOGS v TASK NAME TASK DESCRIPTIO TYPE PLANNED LAST STATUS
[> TASK EXECUTIONS Sysinspector Log Sysinspector Log Request (Windows only) yes v Finished
&3 INSTALLED APPLICATIONS solate (firewall detections) Isolate computer from network yes
A ALERTS In-Depth Scan On-Demand Scan yes Running
? QUESTIONS Display message about isolation Display Message yes

4% DETECTIONS AND QUARANTINE

DETAILS



ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

==

@ COMPUTERS

B v B8 &

>

javascript

CLOUD ADMINISTRATOR

Computers ) CI& w

-

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

&

INSTALLED APPLICATIONS

ALERTS

? QUESTIONS

DETECTIONS AND QUARANTINE

- DETAILS

nspector Lo

in10_ees_6.esetdemo.local

Sysinspector Log Collector
> DATE

2020 Apr 8 04:18:11

Download Sysinspector Log

Cper E,@-r;--«r:w Log Viewer

Cad> Computer Name

Diagnostic logs



ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR ()  @v Computer Name

Computers » [J & win10_ees_6.esetdemo.local

1 OVERVIEW Sysinspector Log Collector Diagnostic logs

6} CONFIGURATION 1-9

Risk Level (NI

@ LoGS

[> TASK EXECUTIONS
8 & Running processes

£ INSTALLED APPLICATIONS B bk Cost
A ALERTS o
. @ Services
? QUESTIONS
™ Drivers
& 5 DETECTIONS AND QUARANTINE T
© DETAILS B8 O System Scheduler Tasks

8 ¥ System Inforﬁanon
O B File Details

© About



ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR

@ COMPUTERS

LA

Computers > LI &

i

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

' QUESTIONS

2 DETECTIONS AND QUARANTINE

- DETAILS

wini

(Q) Cd ¥ Computer Name

0_ees_6.esetdemo.local

Sysinspector Log Collector Diagnostic logs
5-9
Risk Level  (EEEG—_—O—
) PROCESS PATH
= n e e
8 0 Critical File
ac

8 B System Information

© About

PID

USERNAME

STATUS

FILE DESCRIPTION

COMPAN'



ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR

@ COMPUTERS

Computers > &

OVERVIEW

0} CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

i DETECTIONS AND QUARANTINE

- DETAILS

win

!j:]) Cd ¥ Computer Name

0_ees_b.esetdemo.local

Sysinspector Log Collector Diagnostic logs
5-9
Risk Level  (EEG—_—O—
NAME VALUE

8 0 Critical Files hosts

8 B System Information

® About

STATUS



ABTOMATUUYHA peaKuia Nnpu BUABJIEHHI HeBUAANEHUX 3arpos3

192.168.120.20 ricrosoft-office-verification.azurewebsites.net

— [




ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR () @v Computer Name

New Task

Tasks ) New Task

Run command settings

Settings )
Command line to run

ffice-verification.azurewebsites.net" > file.temp &8&: echo.Y | move file.temp hosts
‘ T ' ;

Working directory




ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR

Tasks

Task Types

A [5) Client Tasks
\v [B) ESET Security Product
\/ [&] ESET Cloud Administrator
/\ [E5] Operating System
(%) Display Message
{5 Operating System Update
(5] Run Command
() Shutdown computer
(&) Software Install

[ -

&) Software Uninstall
%) Stop Managing (Uninstall ESET Management Agent)

v [5] Full Disk Encryption

v [5) Server Tasks

A

NAME TAGS STATUS TYPE

hosts

v _— Run Command




ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR () @7 Computer Name

Computers [J ¥ win10_ees 6.esetdemo.local
f A

COMPUTERS . .
1 OVERVIEW Sysinspector Log Collector Diagnostic logs
8] CONFIGURATION 1-9
Risk Level  (CNIIINI
@ L0GS
[> TASK EXECUTIONS NAME VALUE STATUS
8 & Running processes
£} INSTALLED APPLICATIONS BARNG G boits 5
A ALERTS 8 & Important Re
’ @ Services
? QUESTIONS
™ Drivers
2 & DETECTIONS AND QUARANTINE L\\"

B B Critical Files
DETAILS hosts
system.ini
win.ini
B ® System Sche
8 1 System Information
M File Details

® About



ABTOMATHUYHA peaKLuia Npu BUABNEHHI HeBUAANEHUX 3arpos

CLOUD ADMINISTRATOR

Computers » [J & wini

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

0_ees_b.esetdemo.local

Client Task Executions

w TASK NAME

Sysinspector Log
Isolate (firewall detections)
n-Depth Scan

Display message about isolation

(m) Cd¥ Computer Name

LAST ITEMS 1000 %%

TASK DESCRIPTIO

TYPE

Isolate computer from network
On-Demand Scan

Display Message

N

PLANNED

yes

LAST STATUS

v’ Finished

v’ Finished

(")
[

>

(]



ABTOMmaTuuHa i13onauia MK
YV pa3i BUABNEHHA MepeXXeBUX aTtaK



o]

Recycle Bin

Google
Chrome

Jarposy 3abnoxosano

Build 17763.rs5_release.180914-1434



Recycle Bin

Google
Chrome

ENDPOINT SECURITY

A cavcmay @

3 MipkyBamb Ge3nexu AAMINICTPATOP 13010838 UeH KOMN 10TEp Bia
Mepexi,

Aoctyn 40 mepexi 33610K0BAH0 HA BECh HAC I30ARUIN, 38 AXITHCA 3
AAMIHICTPATOPOM 33 HOMEpOM Tenedony - 38 [044) 545 77 26, wob
BUPIWKTH NpoGaemy

o]

Build 17763.r55_release.180914-1434



Recycle Bin

Google
Chrome

Message from 4/8/2020 12:52 AM

3 MipKyBanb 6e3nexu aAMIMICTPATOP I30M0838 UeH xoMN 10Tep BIa
Mepexi

Aoctyn 40 mepexi 336N10K0BAHO HA BE(h YA AUl 38'AXITLCA 3
AAMIHICTPATOPOM 33 HOMEDPOM Tened oMy L
BMPIWNTK NPpOoGaemy

Windows 10 Enterprise LTSC Evaluation

Windows License is expired
Build 17763.r55_release.180914-1434



<)

<] oksana.ch@eset.ua - Becky!

Qain [paska Buag [(Moura WncrpymenTsi

&= X
Cnpasxa Mowucx 8 3arcnoss -
» + 5 ) » 4 [ " 3
@R E-V-KE X EB7&8B-B[ED &
i Tema Or Ornpasnero Pasmep Komy
(2 Your reports from ESET Cloud Administrator, generated on 4/7/20, 11:36:56 PM UTC+3 ECA <ecareport@eca.eset.com> . 07.04.2020 23:36:57 51,467 <support@eset.ua>
8(=) Your reports fron ESET oud Administrator, generated on 4/6/2 1:34 AM UT ECA <ecare nt@eca.eset.con 4.2 10:11:3 . support@eset.ua>
8] Your reports from ESET Clo Administrator, generated on 4/¢ 1:40:44 PM UTC- ECA <ecareport@eca eset.con 2.0 ;404 : support@eset.ua
< >
Ov: ECA <ecareport@eca.eset.com> Kowmy: <support@eset.ua> !’ -
Tema: Your reports from ESET Cloud Administrator, generated on 4/7/20, 11:36:56 PM UTC+3 [arva: Tue, 7 Apr 2020 20:36:57 GMT < - y

CLOUD ADMINISTRATOR

GENERATE REPORT TASK
Your reports from ESET Cloud Administrator, generated on 4/7/20, 11:36:56 PM UTC+3

You have requested following reports from ESET Cloud Administrator, which are attached to this message

- New Firewall event

To login to your ESET Cloud Administrator, go to hitps.//eca eset.com

ESET Cloud Administrator
© 1992-2020 ESET, spol. s r.o0. All Rights Reserved

«[» \ 1. yplain \ 2 yhtm! £ 0. 3aronoekn/ [ Memo |

€ New Fnre»]SIl event.pdf

oksana.ch@eset.ua] Bxogsuwme/ECA/1

Hoseie: 1/Bcero: 3 Qe




New Firewall event

AsTomaTtunyHa i3onauia MK y pasi sBuaBneHHA mepexkeBUX aTak

(es[l)

Generated at

2020 Apr 7 23:36:44 (UTC+03:00)

Computer
name
clientl.stud
ylocal |

Time of
occurrence
2020 Apr 7
23:34:40

Severity

Warning

Source Target Inbound Process
Event e Source port a:c?rss Target port Protocol communicati»user SR
TCP Port 192.168.200. 38549 192.168.200. 110 TCp yes
Scanning 12 17
attack

New Firewall event

Built-in rule Detection Occurrences
Rule name 3
name name per minute

1



AsTomaTtunyHa i3onauia MK y pasi sBuaBneHHA mepexkeBUX aTak

CLOUD ADMINISTRATOR () @v Computer Name

Computers : A O v SHOW SUBGROUPS B3 Al PRESETSY | O

1

Groups pe) 2" COMPUTER NAME STATUS MODULES 2 LAST CONNEC ALl

A
©

L1 & desktop-vi3rlgg  192.168.200.20 v Updated
DYNAMIC = N 98 92.168.200.20 I

\ IR e it e I mdated
Windows computers LJ Z imac-3.local 100.2.15 v Updated 2020 Apr 9 20:36:2
Windows (desktops) s > AOA0 Aiiv O 4 ALE
' P [ & win10_ees_6.esetdemolocal  192.168.120.20 v Updated 2020 Apr 9 14:56:38
Windows (servers)

] 2 win10_ees_7.esetdemoJdocal  192.168.120.28 v Updated

7] Mac computers
Computers with outdated modules

Computers with outdated operating system

N

Tags b




1

AsTomaTtunyHa i3onauia MK y pasi sBuaBneHHA mepexkeBUX aTak

CLOUD ADMINISTRATOR

OVERVIEW

Alerts | | A
CONFIGURATION
LOGS ~ PROBLEM

INSTALLED APPLICATIONS
ALERTS
QUESTIONS

DETECTIONS AND QUARANTINE

- DETAILS

A
\'L_‘l)

N

puter Name

PROBLEM DETAIL



AsTomaTtunyHa i3onauia MK y pasi sBuaBneHHA mepexkeBUX aTak

EsE) CLOUD ADMINISTRATOR () @v Computer Name

1
1 OVERVIEW Sysinspector Log Collector Diagnostic logs

©) CONFIGURATION
- DATE

@ LoGs
2020 Apr 8 10:52:01
[> TASK EXECUTIONS <

£ INSTALLED APPLICATIONS
A ALERTS
? QUESTIONS

4 DETECTIONS AND QUARANTINE

- DETAILS



ABTOomaTtuuHa i3onauia MKy pasi BUABNEHHA mepeXkeBux atak

Firewall rules 2

¥ Add rule
N

General

Name 192.168.200.12 block

Enabled

Direction
Action

Protocol

Profile Any profile

Logging severity None

Notify user




1

AsTomaTtunyHa i3onauia MK y pasi sBuaBneHHA mepexkeBUX aTak

CLOUD ADMINISTRATOR

@ COMPUTERS

p Computers ) [:l@ client1.study.local

OVERVIEW Configuration

CONFIGURATION
POLICY ORL

) LOGS

> TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

’  QUESTIONS

% DETECTIONS AND QUARANTINE

- DETALS

'II:]) 3w ¢ nputer Name

Applied Policies Applied Exclusions

POLICY PRODUCT POLICY NAME

ESET Management Agent Agent (soft)

ESET Endpoint for Windows

V,

192.168.200.12 block

POLICY DESCRIPT

STATUS

PARENT NAME

All

client1.study.local



AsTomaTtunyHa i3onauia MK y pasi sBuaBneHHA mepexkeBUX aTak

CLOUD ADMINISTRATOR ()  @v Computer Name

TP 1 (¥ dientlstudy.local

1
1 OVERVIEW _
Detections DETECTION RESOLVED X
(8} CONFIGURATION
@ LoGS Detections Quarantine
[> TASK EXECUTIONS DETECTION TYPE — W—— R . —
2 INSTALLED APPLICATIONS
1
A ALERTS
TCP Port Scanning attack 0/1 client1.study.local
) QUESTIONS

4 DETECTIONS AND QUARANTINE

- DETAILS



AsTomaTtunyHa i3onauia MK y pasi sBuaBneHHA mepexkeBUX aTak

CLOUD ADMINISTRATOR ) @v Computer Name

Tasks (1] v (3 End computer isolat... (1) ADD FILTER PRESETS ¥ &
Task Types NAME TAGS STATUS TYPE S

™ [B] Client Tasks - End PC isolation End computer isolation from network

\ [¥] ESET Security Product

ent K
=) Diagnostics B

1 Show Deta

® Tasks = o
(%) End computer isolation from network D Tags
Tags

{51 Export Man Confiquratio
(=] Export Managed Products Configuration Z Edit
(2] Isolate computer from network ) Duplicate

(#] Modules Update @ on

Modules Update Rollback Rerun on failed

A~ N

] On-Demand Scan

[ )

v B S
&

[=1 Product Activation
%) Quarantine Management
] Run Sysinspector Script

) Server Scan

o

P
>

Software Install

a—

(=] Sysinspector Log Request (Windows only)

(3] Upioad Quarantined File

\ [&] ESET Cloud Administrator

webinar




AsTomaTtunyHa i3onauia MK y pasi sBuaBneHHA mepexkeBUX aTak

CLOUD ADMINISTRATOR () @v Computer Name

Computers : A O v

@ COMPUTERS
Groups L0 4 COMPUTER NAME STATUS MODULES LAST CONNECTED ALEF

CUSTOM GROUPS J & admin-vym 192.168.120.19 v Updated 2020 Apr 7 21:16:36 0

J£.100.1£0

A [ Al (6) @ — - < e
[ & dientistudylocal 192.168.200.17 v Updated 2020 Apr 8 00:55:45 0

|
-

[ Lost & found (6)

«
)
-

-
(&}
=
n
I
>
L= ]
3
C
=
I
Y
%
C

= dient2 study.local 1921632
DYNAMIC GROUPS = > e

=y O AN A - 233290 r

7] Windows computers ¥ desktop-90i1009 192.168.120.15 v Unknown 2020 Apr 7 23:36:33 0
Windows (desktops -~ - S A SRR A
o SNiopRN L] & desktop-vf3rigg 192.168.200.20 v Updated 2020 Apr © 15:56:56 0

Windows (servers)
[ & win10_ees_7.esetdemoJdocal  192.168.120.28 v Updated 2020 Apr 7 10:26:27

u.co

Linux computers

Mac computers

Computers with outdated modules D@
Computers with outdated operating system

Problematic computers

Not activated security product

No manageable security product

Tags 0

Wwebinar

(i

=\



PiwweHHAa ESET 3 ynpaBaiHHAM Ha OCHOBi XMapPHUX TEXHONOTIN

SECURE
BUSINESS

ENDPOINT
PROTECTION
ADVANCED

CLOUD CLOUD

KomnneKcHui 3axucT KomnneKcHUM 3axXucrT

poboumnx craHuit Ta pannoBux cepsepis pob6ounx craHuin, painnoBux Ta
NOLWwTOBUX cepBepiB



1] )
lonossa @ ET

ESET in Ukraine BAMIATMCAIMCE

Mignucanoca 160 KopucTyBa4is

. FOJTOBHA BIAEO CIMUCKW BIATBOPEHHSA KAHATU OBIrOBOPEHHA NMPO KAHAN O\
MonynsApxe
= MuHyni npsaMi TpaHcnayii P BIATBOPWUTU BCE
Mianucku
] st o e skt v asrap i CEotara veced A e eckey
ROPIRPRINSRGLH RpILNRE opranizaufi va 3a6eaneMTH KOHTPOIM g Mic Saaananore hoclyil
BibnioTexs vl AlA enlapoBithmxie

SR 401N TEIN prrey 3 aatrew 2220 poey . W1 it 2020 posy

LWndpyeaHHa BignaneHuit pexuMm poboTu: BaratodakTopHa
KOHOIASHUIRHUX AaHUX: fAK... AK 3aXUCTUTH KOHDIAEHUIN... ayTeHTUdiKauis -...
204 nepernagy * 318 nepernagis * 517 nepernagie *
TpaHcnAuia BigSynaca 1 AeHb TpaHcnsuia sinbynacs 6 gHie Tpaxcnauis sigbynacs 1

Bifgeo npo HanawTyBaHHA piweHb ESET

Mepexig Ha ESET Security Management Center 7

ESET in Ukraine * OHOBNEHO choroaHi

OHosneHHA ERA 6.X Server go ESMC 7.0 Server » 8:03
Mirpauia knieHTis 3 ERA 6.5 Server Ha ESMC 7.0 Server (iHwa IP-agpeca) * 19:24

MNEPEMMAHYTU BECb CMCOK BIATBOPEHHA (2 BIAEO)

3aBaHTaXeHHsA p BIATBOPUTU BCE

(mdpyBanHN KOHBLE HTIRHME S BipAanonni pexmum poSoTi: BaraTodaxTopua ay TaHTHIXauis - Opranizalis Geanewnol poBor
AK 2360 1RSHTH L RN HR 2AHCT RK JACTHTH XoH G IRenuiaHi aanl °:°6"""m’°6“‘1"““ ploerin saxucty <nlpo€|rmuns 3 nomy:

xopnoparwsnol wgopumayli ; nig vac sigaanenoro pocryny OCHOSNHI NpaBMAA QAR IAXMETY A
e el HE opramizauli Ta 3a6e3NeYHTH KOHTPOIL ‘ A0 XOPNOPATHAHX pecypein B SO POOCHONS LI

AlA enlapobirimxie

A0 p v 20 ey
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