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CLOUD ADMINISTRATOR

A& G
mEm D/oHBoARD Dashboard © o
Status Overview Software -+
Startup Wizard : =
@ Device status
=
Total number ¢
Desktops
v ok 6
< 1?‘_‘ Attention required 0
Welcome to I
. e S ity risk 0
ESET Cloud Administrator el il
Attention reqgy Total 6
To add devices you need to create Live Installer which
downloads, activates a chosen ESET product and connects
ices to ECA automat Product version status
50%
® Oneday 2
3 days 5 25%
\‘/.." ® 7days 1 0% - — = - L
Agent Endpoint Server

@ Uptodate @ Outdated W Unknown
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Startup Wizard

o Create Live Installer

Installer downloads, activates a chosen ESET product and connects devices to ECA automatically.

Package contents
' Management Agent

Select product

If no product version is specified, the latest available version will be
used.

ESET Endpoint Antivirus

= View changelog
4 ESET Endpoint Security

- _ o ~ Select previous version
H+ ESET File Security for Microsoft Windows Server

ESET Full Disk Encryption

ESET Mail Security for IBM Domino

ESET Mail Security for Microsoft Exchange Server
ESET Security for Microsoft SharePoint Server
ESET Endpoint Antivirus for OS X

ESET Endpoint Security for OS X
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CLOUD ADMINISTRATOR L Q@

Installers D i = | aopenter | PRESETSY | O3
Startup Wizard X B
Tags INST PROI POLI LICE? LANG @
webinar e Choose a deployment optior oK ESET:. 3AH... uk_UA
C te a created Live Installer locally or in a bulk by remote deg
Local deployment
lo e the packa ir
nstaller
Installers Rien Bs
Name
E E'E SECUrity (UK_UA
Download link
dm
Remote deployment via your network
nabl out ive Installer |
i18 . I

CREATE INSTALLER.. = ACTIONS = 1 £




CLOUD ADMINISTRATOR

Installers

Tags

webinar

Installers

. 7] Vamn r . .4
o h t e e dya & " €[F0 emit X
— N < —— * T N’
CA
=0
Startup Wizard
;
G Ch e a deployment option
t te a created Live Installer loca 3 bulk by remote dey
Local deployment
hare a download link or distribute the P SINgG
ve Installer download lin
e Installer link via ema
Send Live Installer to email addresses
EMAIL ADDRESS NAME
A T
}
Y z J\
Remc¢ Paste from clipboard ur network
h enables you to distribute d Live Installer int n

INST

OK

PROI

ESET..,

POLI

\
—

ACTIONS &

CREATE INSTALLER.. &

LICE?

3AH...

LANC

uk_UA
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Recycle Bin

o

oD

Google
Chrome

e

epi_win_liv...

100

PACKAGE
INSTALLER

Biraemo
Incranayia
3asepwennn

Mporpamy iHCTanbOBaHO

Firewall & network protection

View firewall options

A indrma r
il rine

1D1e opti mn
ed
Build 1//03.rs5_release, 180914-1434



CLOUD ADMINISTRATOR

Computers

COMPUTERS
Groups
CUSTOM GROUPS
A [ Al(4)
3 Lost & found (4)
DYNAMIC GROUPS
Windows computers
Windows (desktops)
Windows (servers)
Linux computers
Mac computers
Computers with outdated modules
Computers with outdated operating system
Problematic computers
Not activated security product

No manageable security product

Tags

webinar

A O v

SHOW SUBGROUPS £ Al @)

4o COMPUTER NAME

1
]

@ U

0

=

Z admin-vm  192,168.120.19
chentlstudylocal 102,168.20
oo

Z desktop-vf3rigg 192.168

[1'—__} [

mputer Name

STAT MODULES

v Updated
v Unknown
v Updated
v Updated

LAST CONNECTED

2020 Apr 7 13:16:02

2020 Apr 7 13:21:11

o
w
o

2020 Apr 6 15:56:56

2020 Apr 7 10:26:2

ALER

DETEC

)|
)



CLOUD ADMINISTRATOR

Computers )

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTAL& APPLICATIONS
ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

client1.study.local

— —
FQDN Client1.study.local
Parent Group V4
IP 192.168.200.17

Applied Policies Count

Member of Dynamic Groups Loading

V Everything is OK

Alerts No alerts
Unresolved Detections Count 0

Last Connected Time 2020 Apr 7 13:221:11
Last Scan Time n/a

Detection Engine n/a

Updated Unknown

E Microsoft Windows 10 Enterprise LTSC

Evaluation 64-bit

VMware, Inc., VMware7,1

S/N VMware-42 3a e3 10 1c ad 09 eb-ed 50 d3 af 16 9¢ 94 87

AMD EPYC 7401P 24- RAM

Core Processor 4 GiB

@ Products & Licenses

=

Storage
32 GiB

(@)



CLOUD ADMINISTRATOR (()) @v Computer Name

Computers ) [& clie

@ COMPUTERS . -

1 OVERVIE NAME VENDOR VERSION SIZE [MB] AGENT SUPPO LATEST APPLIC VERSION CHEC

@ CONFIGURATION ) )
ESET Management Agent ESET, spol. s r.o 7.1.717.0 172 yes 71.717.( Up-to-date versio

@ LOGS
Microsoft Visual C++ 2008 Redistributab... Micrasoft Corpora... 9.0.30729.6161 13 yes

[> TASK EXECUTIONS
VMware Tools VMware, Inc 10.2.0.7253323 83 yes

=) INSTALLED APPLICATIONS

= ESET Endpoint Security ESET, spol. s r.o 7.2.2055.0 200 yes

A ALERTS Google Chrome Google LLC 80.0.3987.149 no

42\ -+

¢ QUESTIONS Microsoft Visual C++ 2008 Redistributab... Microsoft Corpora. 9.0.30729.6161 10 yes

4% DETECTIONS AND QUARANTINE

DETAILS

L\x‘
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@ CucremHble HaCTpoikM [(Ipaska Bua Oxso Cnpaska @ [ Ao Cp07:44 Q =

Yivs Paanep Tan Hara pobannenun
HepasHue « opl_mac_live_installer.pkg M

iICloud Drive

Mporpammsi

YCTanoBxa yCnewHo sasepuesa

Paboyun 1
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CLOUD ADMINISTRATOR ) @v Computer Name

Computers : N v | O || SHOW SUBGROUPS B Mac computers

1
Q COMPUTERS
Groups pel 4 COMPUTER NAME STATUS MODULES w2 LAST CONNECT ALEF
£)
i@\ CUSTOM GROUPS 0 & imac-Slocal  10.0.2.15 v Updatec 2020 Apr 8 19:06:21 0

:0UPS

DYNAMIC
Windows computers
s
Windows (desktops)
Windows (servers)
LINUX computers
Mac computers ©
Computers with outdated modules
Computers with outdated operating system
Problematic computers
Not activated security product

No manageable security product

Tags pe)

webinar

®



CLOUD ADMINISTRATOR

o het"MacOSY

() @v Computer Name
Computers » [J (& imac-5ocal
OVERVIEW
CONFIGURATION |3 imac-S.local Z
LOGS dy
TASK EXECUTIONS
INSTALLED APPLICATIONS FQDN IMac-S.local
Parent Group V
ALERTS o
IP 10.0.2.15
QUESTIONS Applied Policies Count 2
Member of Dynamic Groups
DETECTIONS AND QUARANTINE
DETAILS
V Everything is OK q»
Alerts No alerts
Unresolved Detections Count 0
Last Connected Time 2020 Apr 8 19:16:21
Last Scan Time n/a

Detection Engine

Updated

21133 (20200408)

Updated

macOS 10.13 (High Sierra) 64-bit

innotek GmbH, iMac11,3

G

S/N 0O
Intel(R) Core(TM) i5- RAM
2320 CPU @ 3.00GHz 2 GiB

@ Products & Licenses

ESET Endpoint Security 6.8.400.0

ESET Management Agent 7.1.840.0

3AH-2C8-5NF ESET Endpoint Security for Mac OS X

Storage
60 GiB

Up-to-date version

Up-to-date version

2020 Jun 6 15:00:00



CLOUD ADMINISTRATOR

COMPUTERS

D

Computers > [J ?

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS
ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

NAME

iBooks

iTunes

Calculator

_alendar

Contacts

DVD Player

Dictionary

ESET Endpoint Security
ESET Management Agent
Font Book

mage Capture

Mail

Maps

Messaaes

o het"MacOSY

VENDOR

U

ESET, spol.sr.0

ESET, spol.sr.0

ter Name

VERSION SIZE [MB]

11.0

w
oo

)
o
()

6.8.400.0 134

7.1.840.0 107

8.0

7.0

AGENT SUPPC

no

no

no

no

LATEST APPLI

6.8.400.0

7.1.840.0

VERSION CHE

Up-to-date versio

Up-to-date versio
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CLOUD ADMINISTRATOR () @v Computer Name

Agent Installer Script

nstallers » Agent Installer Script

Name

Agent installer (Linux)

Description

o Installers Tags

Parent group (optional)

or

Initial installer configuration ©

Configuration type
O Do not configure

Select configuration from the list of policies

Product improvement program

Participate in product improvement program -




o het™jAug 'Y

Activities [ Terminal BT 16:51 a0 0O~

»
=

©

V4
.
-

admin_@admin-vm: ~/Downloads _Jol -

File Edit View Search Terminal Help

admin_@admin-vm:~/Downloads$S sudo ./ECAAgentInstaller.sh

[sudo] password for admin_:

ESET Management Agent live installer script. Copyright e 1992-2020 ESET, spol.
s r.o. - All rights reserved.

* CompanyName: ESET

* Hostname: jwgk7mfaSc4ebivhqlduy3ojzm.a.ecaserver.eset.com

* Port: 443

* Installer: http://repository.eset.com/vl/com/eset/apps/business/era/agent/v7
/7.1.503.0/agent_linux_x86_64.sh

Downloading ESET Management Agent installer...
--2020-04-07 16:51:07-- http://repository.eset.com/vl/com/eset/apps/business/e
ra/agent/v7/7.1.503.0/agent_linux_x86_64.sh

Resolving repository.eset.com (repository.eset.com)... 91.228.166.23

Connecting to repository.eset.com (repository.eset.com)|91.228.166.23|:80... co
nnected.

HTTP request sent, awaiting response... 200 OK

Length: 46324750 (44M) [application/octet-stream]
Saving to: ‘/tmp/tmp.cmnGKfOYOM’

Jtmp/tmp.cmnGKFOYOMm 86%[===============> ] 38,12M 3,49MB/s eta 1s I




Task Types

 [&) Client Tasks

N [B] ESET Security Product
%) Diagnostics
Tasks _

>] End computer isolation from network
5] Export Managed Products Configuration

late computer from network

dules Update

Modules Update Rollback

) Product Activation

51 Quarantine Management

&

] Run Sysinspector Script

(<}

»] Server Scan

&

5] Software Install

o het ™" jquk 'Y

v 3] Software Install (1)

NAME TAGS STATUS

EEA for Linux Install

ftware Install

-

[(®))
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CLOUD ADMINISTRATOR ()  @v Computer Name

Computers : A O v . '
Groups jo) & COMPUTER NAME STATUS MODULES LAST CONNECTED ALEF D
GSToMG 2 @ adminvm  192.168.120.19 v Updated 2020 Apr 7 16:57:18 0
A [ Al@4)
3 Lost & found (4)
DYNAMIC GROUPS s

Windows computers

Windows (desktops)

Windows (servers)

Linux computers ©
Mac computers

Computers with outdated modules

Computers with outdated operating system
Problematic computers

Not activated security product

No manageable security product

Tags jol

webDinar



CLOUD ADMINISTRATOR () @v Computer Name

Computers > |

@ COMPUTERS

1 OVERVIEW
&) CONFIGURATION admin-vm Ubuntu 64-bit
- { VMware, Inc., VMware Virtual Platform
@ LoGS Loading... Loading...
[> TASK EXECUTIONS
a2 INSTALLEquPLICATIONS FQDN Loading... j D : “ 9
d

A scms rant S 4 AMD EPYC 7401P 24- RAM Storage

‘ P 192.168.120.19 Core Processor 2GiB 16 GIiB
? QUESTIONS Applied Policies Count 2

Member of Dynamic Groups Loading

4% DETECTIONS AND QUARANTINE

DETAILS

V Everything is OK @ Products & Licenses

Alerts No alerts ESET Management Agent 7.1.503.0
Unresolved Detections Count 0 ESET Endpoint Antivirus 7.0.13.0
Last Connected Time 2020 Apr7 16:57:18

Last Scan Time n/a

Detection Engine 21126 (20200407)

Updated Updated



Installers

Tags

webinar

[ Installers

oht"“eeo’Yah"\

NAME

ESET Endpoint Security (uk_UA)

Agent installer (Linux

ESET Endpoint Security for OS X (en_US)

’ ‘™ €@o e m’t

ymputer Name

TAG

TYPE

All-in-one Installer

Agent Live Installer

X

N—r

INST

PRO

ESET

m
wy
)

POLI

LICE

3AH..

uk_UA

)
&
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CLOUD ADMINISTRATOR Q) @
Wil
;| e Dashboard @
Status Overview Security Overview Computers Antivirus detections

L)

Total number of devices

7 | (B

Security risks

Connection Status

& One day

3 days

o

ter Name

Firewall detections

6

—

ESET applications

100%

75%-

50%-

25%-

0% -

Software ar

Device status

Desktops
v ok

Attention required

A Security risk

Total

Product version status

Agent

@ Up to date

E nd;l.)oinl

@ Outdated

@ Unknown

Server

Q



CLOUD ADMINISTRATOR

Latis 2 Dashboard ©

Status Qverview

N
-

Unresolved Detections
33 resolved in last 7 days

19 resolved in last 7 days

Security Overview

. y oy N g
e E e O
t t t
(Q) (R I Name
Computers Antivirus detections Firewall detections
164
Informational 129
0 resolved in last 7 days
A 1
0+
2020-04-02
Critical SEEEE
14 resolved in last 7 days
Unresolved detections
)0
271
14
@ Antivirus
@ Firewall 74
0-

2020-04-02

ESET applications

Detection

Software 3

s by severity in last 7 days



CLOUD ADMINISTRATOR () @v Computer Name

Dashboard © D

Status Overview Security Overview Computers Antivirus detections Firewall detections ESET applications Software i
Daily summary of detection events in last 30 days Top detections in last 7 days Last scan
0
° | 2 1
v
c
o
E
=
v
g & m/! - —m One da
-
o )
o
E
e
g & L3
o o
o 000000000000000000000000000™0 W Kryptik GYJC =
Fixed interval (Time of occurrence)
N
Top users with detection events in last 7 days Unresolved high severity detection events in last 7 days
ComputTime of ... DetectioDetectioDetectio DetectioObject Object Action Action DetectioRestart Process _.
Severity Scanner % . User Circums!
name occurren type name flags engine type URI performerror  handled required name
- win10... 2020... A Cr.. trojan Win3.. Variant On-d 21129... file file:///... no no Admi... CA\Pr..




Dashboard ©

Status Overview Security Overview

Group by (Application name)
7-Zip 19.00 (x64)
ESET Endpoint Antivirus

ESET Endpoint Security

m

SET Endpoint Security

ESET Full Disk Encryption

ESET Management Agent
ESET Management Agent

Google Chrome

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30

Microsoft Visual C++ 2008 Redistributable - x8

Microsoft Visual C++ 2013 Redistributable (x86) -
Microsoft Visual C++ 2017 Redistributable (x64) -

Microsoft Visual C++ 2017 Redistributable (x86) - 1

Nmap

VMware Tools

9.03

Computers Antivirus detections

Group by (Application vendor)
Igor Paviov

ESET, spol.sr.o

ESET, spol. sr.o

ESET, spol. sr.o

ESET, spol. s r.o

ESET, spol. s r.0

ESET, spol. s r.o

Google LLC

Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Nmap Project

Nmap Project
VMware, Inc.

VMware, Inc.

on

puter Name

Firewall detections ESET applications

Group by (Application version)
19.00

7.0.13.0

.5.213
7.2.2055

o
N

%]
¥
[o)]

no
w
o

1.1.00
7.1.503.0

0

1.71
)

7
0.0.3987.16

[o~]

(V5]

g

(Y]

307

03
9.0.3072

0%
O

1

[=)]

o

\O

6161
12.0.21005.1
14.12.25810.0

14.12.25810.0

Software ik

Count (Application name)

2

©
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CLOUD ADMINISTRATOR (Q) G@v Computer Name
Notifications =D

Tag 3 pe NAME TAGS

m
=
>

STAT NOT L

ert (count per time criteria webi

v Noti... Texn

L\e Managed clients not connecting alert Noti... Adm
Outdated oftware alert vebinar v Noti... Texn
Malicious fi cted (trojan / worm / virus / application) v Noti Texn

Notification has invalid configuration and will not be triggered

Notifications

QOutdated version of ESET Endpoint Antivirus detected

At least one computer has not connected for more than 14 days webinar

Patentially unsafe application detected

At least one infected file that was not cleaned mputer scan

memory

Potentially unwanted application (PUA) detected

P @ & & & & & & O & & & O o o
»
&
r
L.'

Hinh severity alert detected by HIPS occurred webinar
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% oksana.ch@eset.ua - Becky! -
Qaitn  [Mpaska Bwa MMoura Wncrpymentsr Cnpasxa Toncx & 32 :
» 3 NE & o = ] .. -
S ®oHL O o v K|S / & ’_A v ?9 J 7 “
' Tema Or

Ormnpasneno Pazmep Kowmy

Qutdated ESET Software Alert! ECA <ecareport@eca.eset.com> <support@eset.ua>
G P pp

gL Problematic Computers Alert! ECA <ecareport@eca.eset.com> 19,332 <support@eset.ua>

g2 Not cleaned detection occured during computer scan ECA <ecareport@eca.eset.com> 20,709 <support@eset.ua>

8L Detection Win32/Adware.FileTour,FHO has occured in memory on computer win10_ses_7.esetdemo.local ECA <ecareport@eca.eset.com> 20,111 <support@eset.ua>
<

Or: ECA <ecareport@eca.eset.com> Komy: <support@eset.ua>
Tema: Not deaned detection ocoured during computer scan  [lava: Mon, 6 Apr 2020 20:04:55 GMT

CLOUD ADMINISTRATOR

NEW NOTIFICATION
Not cleaned detection occured during computer scan

Computer name: win10_ees_7 esetdemo local [:{\"

User account that was used 10 run the scan. Administrator initiated scan
Time of occurrence 06 04 20, 2254 30 UTC+3
Scanned targets OnepaTtneHa nam a7b,C \3asaHTaxysanbHi cexTopw/UEFI, D \3aaHTaxysanbHl cexTopw/UEF],.C\ D\
Number of scanned files: 183 722
Number of infected files. 90

Number of cleaned files. 0

scanner Cxanep, aoc TYNHUA HA BUMOTY
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CLOUD ADMINISTRATOR () @ Computer Name

Computers : | & v | O || SHOW SUBGROUPS f9) Computers with out... (1) . g o
@ COMPUTERS

Groups pel o' COMPUTER NAME STATUS MODULES <2 LAST CONNECT ALEF Q)

cusTomer 192.168.120.21 Unknown 2020 Apr 8 14:55:03 0

A AN
[ Lost & found (7)
DYNAMIC GROUPS
Windows computers
Windows (desktops)
Windows (servers)
Linux computers
Mac computers
Computers with outdated modules
Computers with outdated operating system @
Problematic computers {rj
Not activated security product

No manageable security product

Tags el

weoinar
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CLOUD ADMINISTRATOR () @v Computer Name
Tasks ) Task Details: Update OS - Triggers
Summary Executions Triggers
TRIGGER DESCRIPTION TRIGGER TYPE TARGETS MODIFICATION TIME
Triggers ‘.-.Q%n a client joins the dynamic group Joined Dynamic Group Trigger 1 group(s)
3 Tasks

2

020 Apr 8 14:36:12

-

o



COMPUTERS

Computers )

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

Client Task Executions

- TASK NAME

Update OS

Sysinspector Log

solate (firewall detections)
n-Depth Scan

Display message about isolation

(Q) Cad¥ Computer Name

LAST ITEMS

1000 X

TASK DESCRIPTIO

TYPE

Operating System Update

Sysinspector Log Request (Windows only)
Isolate computer from network
On-Demand Scan

Display Message

PLANNED

LAST STATUS

v’ Finished

U






S t 0 a
o * 1 < —_— ~— * o * o <
=7 oksana.ch@eset.ua - Becky! — X
Qaiin [lpaska Bug [Moura Wnhcorpymentsl Cnpaska Mowcx & 3aronoexax P
e 2 R 2 @ o . W=
BooBDR -0 ¥ X|F/# N ROB BE
Tema Or Ormnpaeneno Pasmep Kowmy
3= Not cleaned detection occured during Smputer scan ECA <ecareport@eca.eset.com> 08.04,2020 4:09:59 20,409 <support@eset.ua>
< : >
> .
E ‘4

Ov: ECA <ecareport@eca.eset.com> Kowmy: <support@eset.ua>
Tema: Notdeaned detection occured during computer scan  [ava: Wed, 8 Apr 2020 01:09:5% GMT

CLOUD ADMINISTRATOR

NEW NOTIFICATION
Not cleaned detection occured during computer scan

Computer name QUSSR S leR e lae]

User account that was used to run the scan. WIN10_EES_6\admin
Time of occurrence: 08.04.20, 04:09.19 UTC+3
Scanned targets: C\Users\admin\Documents\Core (1)\Core\8hwse1_808185588\8hwse1_808185588 exe
Number of scanned files: 1
Number of infected files: 1
Number of cleaned files. 0
Scanner CxaHep, 4OCTYNHWA Ha BUMOTY

This message was sent by ESET cloud service

ESET Cloud Administrator
© 1992-2020 ESET, spol. s r.o. All Rights Reserved




Detections

Groups

DETECTIONS

CUSTOM GROUPS

A [ Al

DYNAMIC (
Windows computers
Windows (desktops)
Windows (servers)

Linux computers

Computers with outdated modules
Computers with outdated operating system
Problematic computers

Not activated security product

No manageable security product

Tags

webinar

(Ql QV Comput

er Name

EGORY ‘ Antivirus

Win32/Kryptik. GYJC

m

ACTI

0CC

RES(

0/1

COMPUTER NAME

.-.:mjb_ees_é esetde..
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Computers »

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

< «n
CJ Z win10_e

_b6.esetdemo.local

- - )
webinar Q)

| I win10_ees_6.esetdemo.local ¢

FQDN Win10_EES_6.esetdemo.local §

Parent Group V4

I 192.168.120.20

Applied Policies Count 3

Member of Dynamic

Groups

A Security risk D)
Alerts No alerts

Unresolved Detections Count
Last Connected Time
Last Scan Time

Detection Engine

=]
N
[

Pl

0 Apr 8 04:26:56

P

2020 Apr 8 04:18:09

21129 (20200407)

Microsoft Windows 10 Enterprise
Evaluation 64-bit

VMware, Inc., VM

S/N VMware-42

=&

are7,1
3a 61 bf b0 b8 ¢3 9d-5a e8 07 Oe 98 50 9f 38

AMD EPYC 7401P 24- Storage

Core Processor 64 GiB

RAM
4 GiB

@ Products & Licenses

ESET Management Agent 7.1.717.0 Up-to-date version

ESET Endpoint Security 7.2.2055.0 Up-to-date version

3AH-2C8-5NF ESET Endpoint Security for Windows 2020 Jun 6 15:00:00



Computers > [J & wini0

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

Client Task Executions | LAST ITEMS

> TASK NAME

Sysinspector Log
solate (firewall detections
In-Depth Scan

Display message about isolation

1000 >(

TASK DESCRIPTIO

TYPE

Sysinspector Log Request (Windows only)

solate computer from network
On-Demand Scan

Display Message

PLANNED

yes

LAST STATUS

v’ Finished

Running

dn

Q
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Computers » [J [ win10_ees_6.esetdemo.local

OVERVIEW . -
Client Task Executions

CONFIGURATION

LOGS - TASK NAME

TASK EXECUTIONS s
Sysinspector Log

INSTALLED APPLICATIONS solate (firewall detections)

ALERTS n-Depth Scan

QUESTIONS Display message about isolation

DETECTIONS AND QUARANTINE

DETAILS

(Q) (;_dv ymputer Name

LAST ITEMS 1000 X

TASK DESCRIPTIO TYPE

Sysinspector Log Request (Windows only)
Isolate computer from network
On-Demand Scan

Display Message

PLANNED

yes

LAST STATUS

v’ Finished

Running
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Computers > [J @ win10_ees_b6.esetdemo.local
1 OVERVIEW Sysinspector Log Collector
{6} CONFIGURATION
» DATE
@ LOGS
2020 Apr 8 04:18:11
[> TASK EXECUTIONS Syctesectoring
£ INSTALLED APPLICATIONS + Download Sysinspector Log
Cpen Sysfipspector Log Viewer
A ALERTS @
? QUESTIONS
4 DETECTIONS AND QUARANTINE

DETAILS

Diagnostic logs

7\

0)
s



Computers ) (o f‘ﬁ

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS
ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

winl

0_ees_6.esetdemo.local

Sysinspector Log Collector

1-9

Risk Level  (CuII—

8 & Running processes
8 & Network Cor
[+
@ Services
® Drivers
B 0 Critical File
B O System Schaduler Tasks
8 ¥ System Infor%anon
O B File Details

© About

C3d> Computer Name

Diagnostic logs
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CLOUD ADMINISTRATOR ()
Computers » [J @ win10_ees_6.esetdemo.local
OVERVIEW Sysinspector Log Collector
CONFIGURATION 5.9
Risk Level  (EEEG—_—O—
LOGS I
TASK EXECUTIONS
8 # mportant Registry Entries
INSTALLED APPLICATIONS 8 0 Critical File
ALERTS
[+ RO
QUESTIONS

8 B System Information

DETECTIONS AND QUARANTINE
© About

DETAILS

Cdw Computer Name

Diagnostic logs

PROCESS PATH PID

USERNAME

STATUS

FILE DESCRIPTION

COMPAN'



@ COMPUTERS

Computers » 1 &

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS
ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

8 B System Information

® About

(m) (o R mputer Name
win10_ees_6.esetdemo.local
Sysinspector Log Collector Diagnostic logs
5-9

Risk Level (SO
o= 1 NAME VALUE

2 ] = o
Is I il !
[+ O

STATUS
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New Task

asks ) New Task

Run command settings

Settings )
Command line to run

| »ffice-verification azurr;-.-.fbs:te:t.net” > file.temp &8t echo.Y | move file.temp hostg

Working directory




Tasks

Task Types

Security Product

v [5] ESET Cloud Administrator

3 Tasks

/\ [E5] Operating System

(=] Display Message
] Operating System Update
(%] Run Command
Shutdown computer

£

Software Install

o

Software Uninstall

%) Stop Managing (Uninstall ESET Management Agent)

v [&] Full Disk Encryption

v [5) Server Tasks

m
o

Tags 0

TAGS

STATUS

- e T

TYPE

Run Command
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Computers » [J ¥ win10_ees_6.esetdemo.local

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

Sysinspector Log Collector

1-9

Risk Level  (CIIII—

8 & Running processes
8 &% Network Connect
Q= ortant
@ Services
™ Drivers
B B Critical Files
hosts
system.ini
win.ini
[ + RO tem Sch
8 1 System Information
M File Details

® About

Diagnostic logs

NAME

hosts

s

VALUE

STATUS
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OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

Computers > [J& w

n

ees_b.esetdemo.local

Client Task Executions

w TASK NAME

Sysinspector Log
Isolate (firewall detections)
n-Depth Scan

Display message about isolation

im) G~ Computer Name

LAST ITEMS 1000 X

TASK DESCRIPTIO TYPE

Sysinspector Log Request (Windows only)
solate computer from network

On-Demand Scan

Display Message

N

*
PLANNED
yes

yes

yes

yes

LAST STATUS

v’ Finished

v’ Finished
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Recycle Bin

Google
Chrome

ENDPOINT SECURITY

A cavcmay @

3 MipkyBamb Ge3nexu AAMINICTPATOP 13010838 UeH KOMN 10TEp Bia
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Build 17763.r55_release.180914-1434



Recycle Bin

Google
Chrome

Message from 4/8/2020 12:52 AM
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Windows 10 Enterprise LTSC Evaluation

Windows License is expired
Build 17763.r55_release.180914-1434
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i Tema Or Ornpasnero Pasmep Komy
(2 Your reports from ESET Cloud Administrator, generated on 4/7/20, 11:36:56 PM UTC+3 ECA <ecareport@eca.eset.com> . 07.04.2020 23:36:57 51,467 <support@eset.ua>
8(=) Your reports fron ESET oud Administrator, generated on 4/6/2 1:34 AM UT ECA <ecare nt@eca.eset.con 4.2 10:11:3 . support@eset.ua>
8] Your reports from ESET Clo Administrator, generated on 4/¢ 1:40:44 PM UTC- ECA <ecareport@eca eset.con 2.0 ;404 : support@eset.ua
< >
Ov: ECA <ecareport@eca.eset.com> Kowmy: <support@eset.ua> !’ -
Tema: Your reports from ESET Cloud Administrator, generated on 4/7/20, 11:36:56 PM UTC+3 [arva: Tue, 7 Apr 2020 20:36:57 GMT < - y

CLOUD ADMINISTRATOR

GENERATE REPORT TASK
Your reports from ESET Cloud Administrator, generated on 4/7/20, 11:36:56 PM UTC+3

You have requested following reports from ESET Cloud Administrator, which are attached to this message

- New Firewall event

To login to your ESET Cloud Administrator, go to hitps.//eca eset.com

ESET Cloud Administrator
© 1992-2020 ESET, spol. s r.o0. All Rights Reserved

«[» \ 1. yplain \ 2 yhtm! £ 0. 3aronoekn/ [ Memo |

€ New Fnre»]SIl event.pdf

oksana.ch@eset.ua] Bxogsuwme/ECA/1

Hoseie: 1/Bcero: 3 Qe




New Firewall event

(esay New Firewall event

Generated at
2020 Apr 7 23:36:44 (UTC+03:00)

Computer  Time of . Source Target Inbound Process Built-in rule Detection  Occurrences
name occurrence Yy Evwe address e address Torget part, Rrosocol communicati'l"ser name RIS . name name per minute
clientlstud 2020 Apr7 TCP Port 192.168.200. 38549 192.168.200. 110 TCp yes 1
y.local I 23:34:40 Warning Scanning 12 17

attack



CLOUD ADMINISTRATOR () @ Computer Name

Computers : A O v SHOW SUBGROUPS B Al 6 PRESETS & £

COMPUTERS

Groups peo) 2" COMPUTER NAME STATUS MODULES 2 LAST CONNEC ALl ©

e — - e Y TP
CUSTOM GROUPS ] & admin-vm 192.168.120.19 v Updated 2020 Apr 7 21:16:36
A 6
0O Al @) @ . e e oE S aEA
[ & dientl.studytocal JREPRIZPI R FS A Updated 2020 Apr 9 20:36:10
t L ind (6)
o L1 & desktop-vi3rlgg  192.168.200.20 v Updated 0
DYNAMIC S = g9y 92.168.200.20 I
% m~ <= = A e - -
Windows computers ] Z imac-5.local 0.2.15 v Updated 2020 Apr 9 20:36:2 0
Windows (desktops) — < e oo
P [ & win10_ees_6.esetdemolocal  192.168.120.20 v Upd 2020 Apr 9 14:56:38
Windows (servers)
O] & win10_ees_7.esetdemoldocal  192.168.120.28 v Updated

Linux computers

computers

Computers with outdated modules
Computers with outdated operating system

Problematic computers

Not activate

cunty product [«
>

No manageable security product

Tags b
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CLOUD ADMINISTRATOR () @v Computer Name
Computers » [[i] @ client1.study.local e,

1 OVERVIEW

Alerts | | A
@3 CONFIGURATION
@ LOGS o~ PROBLEM PROBLEM DETAIL

D> TASK EXECUTIONS For security reasons this computer has been isolated from the network by the adminis

£ INSTALLED APPLICATIONS

A ALERTS

? QUESTIONS

& DETECTIONS AND QUARANTINE

DETAILS

N
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Q COMPUTERS

®»

=0

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

- e ~
* 1 ~—r
A
JAL
Sysinspector Log Collector

v DATE

2020 Apr 8 10:52:01

J

~AA

Diagnostic logs

~



Firewall rules 2

¥ Add rule > O %
" 3

General Local Remote

Name 192.168.200.12 block

Enabled

Direction
Action

Protocol

Profile Any profile

Logging severity None
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@ COMPUTERS

TGPl [ (¥ dientlstudy.local

OVERVIEW

CONFIGURATION

LOGS

TASK EXECUTIONS

INSTALLED APPLICATIONS

ALERTS

QUESTIONS

DETECTIONS AND QUARANTINE

DETAILS

Configuration

POLICY ORL

Applied Policies

POLICY PRODUCT

ESET Management Agent

ESET Endpoint for Windows

&

Applied Exclusions

POLICY NAME

Agent (soft)

192.168.200.12 block

POLICY DESCRIPT

STATUS

PARENT NAME

chentl

Jocal

in

U

Q.
-

PARE




Computers )

1
1 OVERVIEW )
Detections DETECTION RESOLVED X
(8} CONFIGURATION
@™ L0GS Detections Quarantine
[> TASK EXECUTIONS DETECTION TYPE RESOL\ COMPUTER NAME COMPUTER T/ <15 CAUSE
{2 INSTALLED APPLICATIONS
A ALERTS
TCP Port Scanning attack 0/1 client1.study.local
QUESTIONS

4 DETECTIONS AND QUARANTINE

DETAILS
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CLOUD ADMINISTRATOR () @v Computer Name
Tasks © v (2] End computer isolat...(1) ADD FILTER PRESETS ¥
Task Types NAME TAGS STATUS TYPE
A [B] Client Tasks = End PC isolation End computer isolation from network
(5] ESET Security Product
len K
=) Diagnostics .
® Tasks = ; : 1
(5] End computer isolation from network Q Tags
(51 Export Managed Products Configuration 2 Edit
(2] Isolate computer from network [©) Duplicate

7] Modules Update O @

(%) Modules Update Rollback 2 Rerun on failed
5] On-Demand Scan @l Delete
{51 Product Activation > Execution

Quarantine Management
] Run Sysinspector Script

(%) Server Scan

vare Install

(3] Upload Quarantined File

\ [&] ESET Cloud Administrator




CLOUD ADMINISTRATOR

@ COMPUTERS

Computers

Groups
CUSTOM GROUPS
[ All(8)

[ Lost & found (6)

DYNAMIC GROUPS
Windows computers
Windows (desktops)
Windows (servers)
Linux computers
Mac computers
Computers with outdated modules
Computers with outdated operating system
Problematic computers
Not activated security product

No manageable security product

Tags

Wwebinar

“en

A O v

puter Name

£ Al (8)

4 COMPUTER NAME

m

«

ﬁ/ client1.study.local

client2 study.local

desktop-90i1009

= desktop-vi3rig

< R —
7 win10_ees_7.ese

192.16

s

td
{«

O
)

1emi

OoC

LI & admin-vm 192.168.120.1

al

192.168.120

10

STATUS

MODULES

) Apr

20 Apr 8

Apr 8

O

o

(=]
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