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CTATUCTUKA 3A PE3YJZIbTATAMU POBOTH
CNEUIANICTIB ESET B YKPAIHI

—

R &5 %
o0
binbwe 80 HapnaHo noHapg 500 6000 roauH
po3cniayBaHb 6e3KOLWTOBHUX /ILEH3IN nobyanosun/moaepHisalliii
KibepaTak Ana 06’eKTiB KPUTUYHOI CUCTEM 3aXUCTY

IHPPACTPYKTYpK 2 000 ropmH npoBeaeHHA
PO3CNiAYBaHb
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MW HALAEMO A0NOMOTrY 3 PO3C/IIAYBAHHAM
BYAb-AKUM YKPAIHCbKUM OPTAHI3ALIAM
Y BUNAOKAX KIBEPATAK
TA IHWWOI AHOMA/IbHOI AKTUBHOCTI

>



OAMH I3 HAALIIKABILLMX IHLIMAEHTIB 2025 POKY

3N0BMUCHUKK 3 PO OTPUMYIOTb 3N10BMUCHUKMU
AaHi 04HOro 3 agMmiHicTpaTopis BUKOPUCTOBYIOTb CUCTEMMU
KOMNaHii 3aXMCTY Ta iHWI piwWeHHA anA

3HULWEHHA IHPPACTPYKTYpU

¢®
ind

AKTUBHICTb NPOAOBKYETLCA
BNPOAOBX BCbOro
PO3C/iAYBAHHA,
3/T0BMUCHUKWN MACKYHOTbCA
nig cniBpobiTHUKIB KOMMNaAHii



PROTECT
ELITE

BCEBIYHUU MIAXIA A0 3AXUCTY

KoHconb ynpasniHHA

3axuct pobounx craHuin

3axucr ¢paitnosux cepsepis

Po3wunpeHunit aHanis y xmapi
(xmapHa nicouHunus)

MNosHoaucKoBe WKUppyBaHHA

BuasneHHA Ta pearyBsaHHA
(XDR)

Progress. Protected.

J

3axuCcT XMapHUX JoAaTKIB

3axu1cT NOLWITOBUX CepBepiB

YnpasniHHA ypa3nMBoCTAMMU
Ta BUNpPaBAEHHAMM

baratodaKkropHa aBTeHTUdIKaLiA



MPOMHO3YBAHHA 3AMOBIFTAHHA TA 3AXUCT BMAB/IEHHA TA PEATYBAHHA

YYYYYYYYS

ESET Cloud

B - . ) / Workload Protection
. ) D i : I l
. .' o MoKpalLeHHA BUABNEHHS
. e Ta pearyBaHHA ESET :
= P o, . Sl *.~3BiTW Ha OCHOBI LUTY4HOrO
y E o8 J iHTenekTy ESET LiveGuard
o _ T . Advanced
0 3'B'T‘f' ETH ’ ESET Cloud * |HTerpauisa 3 ESET Al Advisor
. eCrime - Office Security « BpaocKoHaneHi po3cnigyBaHHA
° T (HoBI PYHKLT) . :
_ o lo x | MonepeaHi nepernsg, BXigHUX
. €Tl RUA iHTerpauim 3:
g _ Feeds . * Microsoft Entra

* Microsoft Active Directory
* Palo Alto



e Jlerkmi areHTHUIM 3aXMCT AN XMAPHUX BipTya/IbHUX MALUUH
 BuaBneHHA Ta 3anobiraHHA 3arpo3am y peKMmi peasibHoro yacy

e |leHTpani3oBaHe ynpasniHHA Yepe3 naatpopmy ESET PROTECT

e [IpocTta iHTerpauia 3 noctavyasbHMKaMU NYONIYHNX XMAPHUX NOCAYT
(AWS, Azure, GCP)

Ha BigmiHy Big iHWnX KoHKypeHTiB, ESET nponoHye:
=  @yHKUiOHaAn Ha piBHiI Aapa ESET Endpoint Protection.

= 3aXWUCT BIPTYaZIbHUX MALLUUH Y PaMKaX KOMMAEKCHUX pilleHb, MOYUHAKOUN
3 ESET PROTECT Advanced.
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AWS

AZURE

GCP

‘ BAPTICTb
HE3MIHHA

ESET PROTECT

)

J

I

BIJIbLLE MOKPUTTA

J1erkum areHTHUM 3axXucT

ON1A XMapPHUX BipTyaNbHUX MALLNH
IHTerpyetbca 3 AWS, Azure, GCP

BuasneHHA Ta 3anobiraHHSA
3arpo3am y pPeKnMmi peanbHoro
yacy

LleHTpanisoBaHe ynpaBaiHHA
B ESET PROTECT

LliHa KOMNJIEKCHOrO PillEeHHA,
0,0 AKOro BXO4WUTb 3aXUCT,
He 3MIHIOETbCA



3MiHa doKycy
3 MOTOYHOI pobHOoYOi
CTaHLLIT




NMounHaroum
3 2026 poKy

Po3wmnpeHa b6e3neka
13 3aXMCTOM XMapPHUX
poboymnx cepsiciB

XMAPA

FANE

& Google Cloud




|'| OUYMHAKUYU IAEHTUDIKALLIA eI VS
3 2026 pOKy EntralD

== Active Directory

baratopiBHeBa be3neka L

13 3aXMCTOM XMapPHUX

cepsicis “ paloalter

Ta 3 poswWnpeHHam

IHTErpauliun

ESET PROTECT FAN\ G

& Google Cloud

XMAPA




Integrations

The integrations you see are currently available for all subscription plans. In the future, access will be limited to specific plans.

A Microsoft Azure Protection Amazon Web Services (AWS) Protection 3 Google Cloud Platform (GCP) Protection

4} Microsoft Active Directory Identity
Management
Integrations

zed identity, secures access, and se




[GEECERIEE Y o£ Malicious Activity and Botnet Detection on ...

INCIDENTS
@ powershell.exe (11028)

[@ searchprotoc Command Line

Path % \windowspowershell
A wershellexe

Parent process runtimebroker.exe (3548)
Integrity level Medium

User name a

shell.exe(110

powershell.exe

Signature type
Signer name

First seen

SHA-256

E’\SB enedrivestandaloneu...

ﬁ\_j svchost.exe(924)
ON-NONY|




INCIDENTS

cidents
cidents

bl °< Anomalous Event Log

Overview

O-g Anomalous Event Log Clearing

'(:} Company impact

Severity
Status
Creation time
Last update
Author

Tags

Comments

ESET Service 12/03

2025, 10

Computers
Identities
Executables

Processes

The following actions are recommended to be performed by the customer’s IT Staff:

management

when utili

nnel on the importance of maintaining eve:

us intent, as adversaries often attempt .

ncountered mu

ote that while

h differe:

More information

his incident

on executed respo

Lexe may not always be indicative of malicious activ

tions for hardening and prevention are prov

Y

multiple atte

ESET Al Advisor

tutilexe) to clear event logs.
as performed multiple times, as i by the three
mw(mh _ Clearing event logs [B)...
and C-Oe-inoevmtloqsm... The repeated clearin

ential 3

can make it

activities and identify un

e clearing of event

test-ag\localadmin to d

authorized or if it indicates malic




Incidents »

Affected Identities

INCIDENTS
GROUPS ROLES SECURITY IDENTIFIER IDENTITY STATUS COMPANY NAME EMAIL DEPARTMENT ON-PREMISES DOMA....

43-24232..  + Enabled ShipOne pohnadams@shiponecom  Sales c06-wsrv16xbd.esme.tes

..:@




INCIDENTS

BACK | Incidents »

Overview .
Affected Identities

Indicators (6)

Affected Computers (1) < NAME

Affected Identities (1) & John Adams

Incident Timeline

Visualization

GROUPS

Ifj\lj

ROLES

SECURITY IDENTIFIER

5-1-5-21-3700577410-999402143-24232..,

IDENTITY STATUS

w" Enabled

COMPANY NAME

ShipOne
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UVErview

Indicators (6)

INCIDENTS

Affected Identities (1)

Incident Timeline

Visualization

BACK | Incidents

Affected Computers (1)

Affected |dentities

A NAME

GROUPS ROLES

4 John Adams 15 0

Groups (15)

testl

SECURITY IDENTIFIER

5-1-5-21-3700577410-999402143-24232...

IDENTITY STATUS

+" Enabled

COMPANY NAME

ShipOne




Advanced Search

Last 14 days

Results 3

Advanced Search

= @TIMESTAMP RULE.MAME EVENT.CATEGORY EVENT.RISK_SC... EVENT.ACTION EVENT.DATASET HOST.NAME EMAIL.FROM.A...

UL Uy Uy TR S UL

4 ¥
rhugoverblown.com web n t thlockedur
PUA blacklist: ffdriverhugoverblown.com web intrusion_detection connection-term
A blacklist: fs.uuidising.net web connection-termi
y PUA Blacklis i s.unidk 1 web intrusion_detechon connection-term
Remote Menitering & Managemeant - RustDe:
Remote Monitoring & Management - RustDesk [20909] network,i
Remaote Monitering & Management - RustDesk [Q09 network intrusion_detection rube-triggerad
ARP/CachePo W networl intrusion_detection connection-terminat; esetfirewall
netwaork ntr ] =11 connection-bérmm) esethrewall
nection-terminated esat firewall
nghttack tior WO n esetfirewall
ARP/CachePoisoningAttack c initr _det connection-term esetfirewall
Remote Monitoning & Management = TeamVie [DOS0) intrusion_detection, intrusion_detection rube-triggered
Remaote Monitering & Management - TeamViewer [D0901]  intrusion_detection. intrusion_detection rule-triggered
Remote Menitering & Management - TeamViewer [D0901] ssion_detection

Remote Monitoring & Management - TeamViewer [D0901] intrusion_detection, intrusion_detect




Advanced Search

Results 1

Advanced Search

= @TIMESTAMP

¢ 20, 2025

52:200630 PM

1200630 PM

3848817 PM

3848817 PM

RULE.NAME
Danger.ScriptAttachment
J5/Danger.ScriptAttachment
rojanDownloader.Nemucod.CAA
nloader. Memucod CAR
J5/TrojanDownloader.Nemucod CAA
J5/TrojanDownloader.Nemucod CAA
Protocol Mismatch = detected SMTP communication over

Pratocal b

rojanDownloader.Nemucod BIN
rojanDownloader.Nemucod BZM
rojanDownloader.Nemucod BIN

15/ TrajanDovmloader,Nemucod BIN
loader.Nemucod BIM
rejanDownloader.Nemucod BIN
J5/TrojanDownloader.Nemucod BIN

rojanDownloader.Nemucod BIN

Mismatch - detected SMTP communication aver

MNewv 18, 2025, £:00:00.000 AM

EVENT.CATEGORY

mahsare

malware

malware

mahware

malware

mahsare

trusion_detection

. network intrusion_detection

mahware

malware

mahsare

malware

mabware

mahware

malware

malware

Neow 21, 2025, 800:00.000 AM

ol

EVENT.RISK_SC... EVENT.ACTION
retained

file-deleted

file-deleted
file-deleted
rule-triggered

rule-trggened

retamned
file-deleted

file-deleted

file-deleted

file-deleted

email.attachments.file.

name

email.attachments.file.
name.keyword

email.attachments.file.
size

: | email.from.address

(Jl‘j raddress.
ter out

undefined

email.to.address

email.to.address.

keyword

eset.correlation_id
esetepe_instance.id
esethandling_status

eset.host.group_path

eset.host.id
eset.process.username
egetocan.id
eseb.scanscanner_version
esetseverity
eset.tenant_id
event.action
event.category
eventcreated

event.dataset

Cariotta Villella <ejixett22510@dannycrow.com>




Advanced Search

Results 7

= @TIMESTAMP

Diec 4, 2025

4 e

2025,

1:20

Deec 4, 2025

Dec 4, 2025,

sl 1 I lIIl,II. 1.

RULE.NAME
Blocked by PUA blacklist

Blocked by PUA blacklist

dising.net

t - RustDesk [Q0803]

itoring & Management -

Remote M

ARP/CachePoisoningAttack

ARP/CachePoizoningAttack
ARP/CachePoisoningAttack

Remote Monitoring 8 Management

Remaote Monitoring & Manasgement

ring & Management

Remaote Monitoring & Manasgement

Monitoring & Management -

RustDesk [Q0909]

RustDesk [Q0909]

wer [D080

- TeamViewer [D0901]

Viewer [D0901]

- Team\Vigwer [D0901]

wer [DOG01]

wer [0S0

- TeamViewer [D0901]

EVENT.CATEGORY

AEtWOIK intr

trusion_detection

network intrusion_detection

imtrusion_gdetection, ne

networl intrusion_detection

intrusion_detection intrusion_detection

intrusion_detection, intrusion_detection

intrusion_detection.intrusion_detection

intrusion_detection, intrusion_detection

intrusion_detection,intrusion_detection

intrusion_detection intrusion_detection

network:

EVENT.RISK_SC...

.[lll

EVENT.ACTION I?l
connection-terminate &
ection-terminate
rule-triggered
rule-triggered
rule-triggered

connection-term

connection-term
rule-trggered
rule-triggered
rule-triggered
rule-triggere
rule-triggered
rule-triggered

rule-triggered

ARP/CachePoisoningAttack
Detection category
Actions taken

Hest name

@timestamp
agent.build.original
agent.type
agent.version
destination.address
destination.ip
destination.mac
destination.port
ecs.version
esebepe_instance.id

esethost.group_path

esethostid
esetseverity
eset.tenant_id
esebtriggering_event.id
eventaction

event.category

eventcreated

event.dataset

S8cb11a3




Advanced Search

Last 7 days

Results 7 Detection category

Advanced Search 60 Triggered event

du ol llu,.l. Ll : il Actions taken
I fOnRE Bea : Host name

User name

RULE.NAME EVENT.CATEGORY EVENT.RISK_SC... EVENT.ACTION

PUEH LT TR TN i LK VI MR IR TS YT (LT TP LY R 1 P U LT 1, RS §_ R T LT URyETEy

& Management - ver [D0901 intrusion_detec nitrusion_detection rule-triggened
@timestamp Decd, 2025, 10:48:46.648 AM
Management - TeamViewer [D0907] intrusion_detection, intrusion_detection rule-tr
agent.build.or

Remote Monitoring & Management - TeamViewer [D0901] intrusion_detection, intrusion_detection rule-tr

agent.type

10:48:46.648 Remote Monitoring 8 Management - TeamViewer [D0901] intrusion_detection, intrusion_detection rule-tr agent.version

Remote Monitoring & Management - r [DO901] file intrusion_detection rule-tr ecs.version

D0%01] . o , esetepc_instance.id 540-O0efTeBfEebet
egetenecutable,
Remaote Monitoring & Management - TeamViewer [D0901] fibe intrusion_detectio file_format
Remote Monitoring & Management - TeamViewer [D0901] intrusion_detection, intrusion_detection rule-triggerned eset.executable hash.
mid5
HCachePoisoningAttack & intrusion_det r on-terminate
LachefaisoningAttack on_de termina eset.executable hash.
shal
CachePo ngfttack networl intrusion_detection on-termir
eset.executable hash,
nalttack sha256
egetenecutableid GD4EED1 GC511FEG3C
ningAttack 0 _datect connection-term
eset.executable.
ingAttack intrusion_detection, network on-terminate is_dynamically_linked _lib
rary
soningAttack ntrusion_detection r on-terminate
eset.executable.
. livegrid_findings.
soningAttack of usion_detection connection-termir age_days
ngAttack twork: tection TRt eset.executable. =S995999 computers
livegrid_findings.

k. 0000000000000 ] popularity




Advanced Search

Qverview

Remote Monitoring & Management -
TeamViewer [D0901]
Detection category €3 ESET Inspect Rules
Actions taken Blacked

Occurrences per minute

User name nt authority\system

[J Description

General

Dietection type

Process started

Event occurred

Detection triggered

Severity Warning

Severity scare 40

Rule details

Category Remote [ >/ Remote Access

Deescription v abuses "“Remote monitoring and management

trafhic

Process

Name
Command line myviewer\teamviewer

Path % HBE) ATVIEWET\ LR ATy

-

05 name

Parent group
Last connected

Network isolation

btain persistent remote access a




Submitted Files - ESETPROTEC' X | (B Pifers.exe - ESET LiveGuard - Ac X +

g o

G @ O EI esel.com,
sa® ® ]
g |_ I\'..-"'I.E'::l l_| ":I‘.R I:'! Thursday, November 20, 2025 at 1:37 PM F()t_m.ud .
=
@
w A Malware
SHA-1 E1514CFOE36F3D19DDD597F3E1B7D8BOIFA3E6FI S
SHA-256 3B170EBC123A5SDEI24CD471DFTIFEATOBAD150D269CT 34F7TA4BOE428T01E28D5
Category Executable
Detection Win32/Filecoder.IncRansom.A trojan

@ summary

Analysis parameters
D FIIE ulinl

File name

File path

]

0% T3

>

>

LIECI
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é}SExcqlibur

The Dawn of Intent-Aware Access




ApPXITEKTYPHI HEJONIKN CydacHOI 6be3neKku

Mpamunn gocTyn 40 Mepexi
CXWNbHICTb CUCTEM A0 eKcnayaTtauil
BuABNeHHA € peakKTUBHUM

Po3puBs y goctyni

VPN, ZTNA, PAM, 6paHamayep




He MmO*Ha BUPIWNTU CbOroAHILWHI

npob6semu 3a 4ONOMOTO BYOPALLUHbOI aPXITEKTYPU

MoxnusocrTi Knacuunu PAM Excalibur - HoBu# CraHgapr!

OcHoBHa ¢inocogis 3axUCT «NPUBINEMNOBAHUXY 3abe3neyeHHA 6e3nekn BCbOro NignpueMCTBa
ApxiTekTypa MeperKeueHTPUYHNM |AeHTNYHICTb OpiEHTOBAHA

Mogaenb 6e3neku PeakTtnsHa (Detect & Respond) MpeBeHTUBHa (Isolation)

dokyc 3axucT 061iKOBUX AQHUX 3abe3neyeHHA 6e3neKkn KOXKHOI Aji Ta Hamipy
JoKkasun HeogHO3HauYHI mepeXKeBi }KypHanu [leTepmiHOBaHI, BiATBOPOBAHI A0OKa3M

3anuLaEe BiaKpUTUM
Pesynbrar ) )
«npobin gocrynHocTi»

LinecnpamoBaHo ycyBae

«npobin gocrynHocTi».

bur

Excal




YnpasniHHA
NPUBINENOBAHUM
AO0CTYNOM

[loTOKOBE ynpaBAiHHA
A0CTYyNOMm

=

Excalibur




Hlel:ERE Cy4aCHa

130/1ALiA 32 4ONOMOTOH CTPUMIHTY.

ApXxiTeKTypa b6e3 areHTiB

o

@UL_\,Excalibur

SAM

[octyn yepes ctaHaapTHM HTML5-6pay3ep

BesnaposibHa Ta opieHTOBaHa Ha TesnedoH

B6byaoBaHa 6aratodpakropHa aBTeHTUdIKaLiA

KomnaekcHum niaxig,

MoXXnusBicTb BIACTEKEHHA Ta ayaAnuTy

=

Excalibur




Yomy came ynpas/aiHHA MOTOKOBUM AOCTYMOM?

BinbwicTb NopyweHb 6e3nekn BiabyBaETbLCA Yepe3 NHOACbKI MOMUIKK

abo meToam couianbHOI iHXeHepii.

KomnpomeToBaHi 061iKOBi AaHi — HAMNOLIMPEHILLWUA NOYAaTKOBUM BEKTOP

dTaKMW.

HopmaTtusHi aktn (Hanpuknaa, NIS2) noTpebytoTb CyBOpUX MEXaHI3MIiB

aBTEHTUPIKALIT Ta KOHTPOJO AOCTYNY.

BaratopiBHEBWUIN 3aXMUCT B OAHOMY AOCTYNHOMY, MPOCTOMY Yy peanidauii

OROIONC:

Ta BUKOPUCTAHHI PilLUEeHHI. 7
P P éub
Excalibur




PiBHI Kibepbe3nekn SAM

barato¢dakTropHa asTeHTUPiKaLiA
LLIno3 gna goctyny Ao BCIEl cMcTtemu
3 GpaKTOpamMM, WO NOBHICTIO
HaNaWTOBYHOTbCA, WOO 3abe3neynTun
HaAiNHY NepeBipKYy aBTOPU30BAHMX
KOPUCTYyBauiB.

MoXxnusictb ayauty

Ta NPO30PiCTb

[ii, nignucaHi KpunTtorpadiyHo, Ta 3anuc
AaHNX BCIX aBTOPU30BaHNX KOPUCTYBaYiB
Ans 3abesneyeHHA NOBHOI
He3anepe4yHocCTi.

NMaHenb ynpasniHHA SAM

[leTanbHi 0OMeXKeHHs, WO HAaNALWTOBYHOTbCA,
[,03BO/IAIOTb rApaHTyBaTH, LLLO aBTOPU30BaAHI
KOPUCTYBayi MatoTb AOCTYN Ti/IbKK

[0 HeobXiAHOT KiNbKOCTi YaCTUH CUCTEMMN.

Mig Harnagom LUI

AHani3 Ain KOpUCTyBayiB y peasibHOMY 4aci
Ta opNarH-peXUMI 3 PYHKLIEID MPUMYCOBOro
3aBepLUEHHS CeaHCy Npu BUABNEHHI 3arpos.

Excal

bur




IHTPAHET

Benuka Mmepexa

Knienr ,
Excalibur
& Excalibur

p— RDP VM

JocTyn 0o NOTOKOBOI
nepepaui

Mana Mepexa

\w
g =
RDP
A— -
Ckpunt Excalibur EpaHaMayap 3M10OBMUCHUKMU

. baratodaKTopHa

aBTeHTUIiKauinA

. MaHenb ynpasniHHa SAM

. MoxnusicTb ayauty

Ta NPO30PicTb

. Nip, Harnagom LLI

bur

Excal




MoeaHyuTte TexHonorii. Cnpowynte 6e3nekxy.

YHi}pikoBaHa naatdopma 3amiCTb Pi3HUX iIHCTPYMEHTIB.

Endpoint

Password

Vaults

Security

{

Excalibur

e

[lepeBaru

® 3HMKEeHHA CyKynHoi BapTocTi BosoAiHHA (TCO)

mo

—

® OnTMMmisauia cTeKa BEHA0PIB Ta areHTiB d:B

d_)
Excalibur

® CnpolleHHA apxiTekTypyu 6e3neKku Ta B3aEMOoii 3 KOPUCTYBAYEM




BapiaHTW pO3ropTaHHA

Kubernetes

(JTokanbHa/MpuBaTHa xmapa)
® [loBHWI KOHTPO/Ib HaA iHPPACTPYKTYpPOLO,
MepeXKeto, BiAMNoBIAHICTIO BUMOram

@B Kubernetes (SaaS)

® MiHimanbHi onepauinHi BUTpaTH
® ABTOMATUYHI OHOBNEHHA

Ta maclTaboBaHicTb Ta AOCTynHicﬂo
® [losHicTio ynpasnaeTbea Excalibur ® [ligxoanTb ANA CEPEAOBULL i3 CYBOPUM

NOTPUMAHHAM CyBepeHiTeTy AaHux /
HOPMATUBHUX AKTIB

bur

Excal




J +380 44 545 77 26

. support@eset.ua

;;:- 13 IEI

E-.-'l:'l

OdiuiiHumn
WhatsApp-kaHan
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